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Abstract
The Unix shell remains a core system substrate across sys-
tem administration, automation, and software development.
Shell programs, however, are prone to subtle, severe, and
often irreversible effects that are difficult to predict. The
challenge stems from the shell’s unique execution model,
its reliance on external computation and state, its highly
dynamic expansion semantics, and the complex interactions
among these features. This paper presents SaSh, a system
that statically analyzes shell programs to identify errors in
their execution before they occur. SaSh introduces an op-
timistic symbolic execution engine for shell programs that
limits path explosion and focuses on high-impact failures.
It tracks the effects of external commands over a filesys-
tem model, and approximates shell word expansion using a
tailored abstract domain. SaSh quickly identifies bugs even
in large programs with a risk-directed exploration strategy,
steering its analysis to program fragments likely to exhibit
dangerous behavior. Applied to 61 buggy programs, includ-
ing several high-profile disasters, SaSh identifies all but one
instance of unwanted behavior with no false positives, going
far beyond the current state-of-the-art. Furthermore, SaSh
has already yielded 70 bug reports in 44 open-source projects
such as PyTorch, the P4 Compiler, Kubernetes, and vLLM,
including bugs that can lead to irreversible data loss.

1 Introduction
The shell is one of the most prevalent programming envi-
ronments [57, 97, 107], supporting a variety of system man-
agement and automation tasks—from software installation,
to data management, to one-off filesystem reorganizations—
used by a broad spectrum of developers, from engineers at
large software companies to everyday non-specialists [144]
and, increasingly, generative AI agents [65]. It allows manip-
ulating data and system resources using dozens of built-in
constructs, a rich set of standard utilities, and third-party
commands. Its dynamism, as reflected in features such as
word expansion and command invocation, allows develop-
ers to succinctly express complex workflows that query and
respond to the environment, adapt to varying contexts, and
handle user inputs.
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Fig. 1. High-level overview of SaSh. SaSh analyzes shell pro-
grams ahead of their execution, identifying bugs before they occur.

Unfortunately, these features also create potential for cat-
astrophic bugs, and stymie rich program analyses that could
warn developers about them beforehand. External commands
execute arbitrary, opaque binaries to perform much of a shell
program’s actual work; expansion dynamically determines
core elements of the program (including which commands
to run) as it executes; and all of these features depend upon,
query, and modify the surrounding environment pervasively.
Each of these features poses a significant challenge for ahead-
of-execution program analysis; but their combination can
be disastrous: a 2015 bug in Valve’s Steam updater deleted
entire filesystems [134], a 2001 bug in Apple’s iTunes up-
dater wiped out user drives [135], and a 2011 bug in the
open-source Bumblebee installer for Nvidia drivers rendered
systems unbootable by deleting /usr [131].
This paper presents SaSh, a system for automatically de-

tecting such catastrophic bugs deep in shell programs ahead
of time, notifying their developers during development and
their users before their execution—not after disaster has oc-
curred (Fig. 1). SaSh’s analysis reasons at a much deeper
level than current state-of-the-art systems [25, 33, 71] using
symbolic execution: it simulates program execution symbol-
ically according to the shell’s semantics, and reasons about
program effects with approximations over a model of the sys-
tem environment. Instead of concrete values for inputs and
environment state, SaSh manipulates symbolic representa-
tions describing all possible values, inputs, and environments.
During analysis, SaSh collects constraints on these symbolic
values and leverages a solver to determine the feasibility of
potentially dangerous behavior expressed as semantic asser-
tions over the symbolic state. To reason about latent dangers



1 #!/bin/sh
2 STEAMROOT="$(cd "${0%/*}" && echo $PWD)"
3 # ... 342 more lines ...
4

5 rm -rf "$STEAMROOT/"*
6
Fig. 2. The core of the Steam updater bug [134]. When ex-
pansion results in an empty STEAMROOT string (ln. 2), the program
deletes everything user-writable (ln. 5).

in the shell’s dynamic, word-expansion semantics, SaSh as-
signs symbolic values to an abstract expansion domain captur-
ing the range of possible expansions every value may result
in; this abstract domain uncovers expansion-related bugs
efficiently, despite the mechanism’s complex dynamism.
To reason about opaque commands, SaSh employs con-

cise specifications that summarize command behavior and
effects. These specifications query and manipulate the sym-
bolic shell environment and filesystem model. By compos-
ing these specifications according to the program’s seman-
tics, SaSh identifies behaviors that may lead to catastrophic
consequences—from both individual command invocations
and their compositions.

Additional optimizations allow SaSh to identify bugs deep
inside large and complex programs. Foremost among them,
risk-directed exploration allows SaSh to focus on program
fragments more likely to lead to dangerous behavior, by
considering the potential effects of commands inside them.
SaSh has been evaluated on a collection of 116 docu-

mented bugs across 61 real-world shell programs from a
variety of sources, including StackOverflow, GitHub, the
Debian bug-tracking system, and bugs from Steam, iTunes,
Nvidia, Ubuntu, and others. SaSh identifies 115 out of 116
bugs in these programs: 97/116 (83.6%) within one second,
and 115/116 (99.1%) within 60s. It reports no false positives on
the fixed versions of these programs. SaSh goes far beyond
the current industry-standard shell linter, which reports 42
(36.2%) of these bugs—easily thwarted by trivial syntactic
variations. Optimizations increase SaSh’s bug-finding perfor-
mance by 18% and allow it to identify bugs deep inside large
programs within 60s that the un-optimized system cannot
find even within 1h. SaSh has also discovered 70 previously
unknown bugs in open-source systems, including PyTorch,
Next.js, the P4 compiler, Kubernetes, and vLLM, all of which
have been reported to their maintainers.
The paper begins by applying SaSh to the Steam disas-

ter (§2). It then contributes:
• An optimistic symbolic execution engine (§3). SaSh
simulates the execution of shell programs using symbolic
variables that represent many possible values and environ-
ments at once, and incorporates knowledge of important
domain-specific failure modes to simplify and prune the
symbolic state space across multiple dimensions.
• Effect and environment modeling (§4). It introduces
a non-hierarchical filesystem model that enables efficient

reasoning about program-environment interactions, focus-
ing only on paths relevant to program behavior. SaSh mod-
els command behavior with compositional pre- and post-
condition specifications over a symbolic environment.
• Abstract expansion domain (§5). SaSh maps the shell’s
expansion constructs to an abstract domain that captures
coarse constraints on each expanded field’s content and
arity, allowing SaSh to reason about disaster-prone expan-
sions without explicitly considering all possible outcomes.
• Risk-directed path prioritization (§6). Prior knowledge
about potential command effects allows SaSh to employ
several domain-specific optimizations, such as path priori-
tization for potentially catastrophic executions. Additional
optimizations include path merging, pruning, and in-flight
simplifications that reduce solving overhead.

The paper then reports on SaSh’s evaluation (§7), discusses
related work (§8), and finally concludes (§9). Appendices
provide additional details on SaSh’s evaluation set (App. A),
newly discovered bugs (App. B), and abstract expansion pro-
cess (App. C).

Availability: SaSh will be made available as MIT-licensed
software, alongside all evaluation data at:

https://github.com/atlas-brown/sash

2 Example & Overview
This section presents a real disaster caused by a bug in a
shell script, and walks through SaSh’s successful analysis.

A disastrous bug: Fig. 2 presents a snippet from the Linux
Steam updater [17], intended to identify and clear its parent
directory ($STEAMROOT) before installing a new version of
Steam. Its cd inside a subshell changes directory into the path
pointed to by ${0%/*}. This expansion removes the shortest
suffix starting with a slash (/) from $0, which corresponds
to the program’s invocation path (/opt/steam/update.sh).
The cd then enters the directory (e.g., /opt/steam); if it
succeeds (&&), echo outputs $PWD—the current directory just
entered. Running all this inside a command substitution ($())
means echo’s output is captured in STEAMROOT and the change
in directory does not propagate to the rest of the script. Fi-
nally, "$STEAMROOT"/* expands to /opt/steam’s top-level
entries, and rm -rf deletes them all, recursively.

Unfortunately, when directly invoked from its installation
directory (with no path qualifiers), $0 becomes update.sh
and thus ${0%/*} expands to "update.sh", cd fails, prevent-
ing && echo $PWD from executing and producing no out-
put. The resulting expansion, "", is assigned to $STEAMROOT,
which in turn causes the last line to expand to rm -rf /*,
deleting everything user-writable.

Challenges: Detecting such bugs in shell programs ahead-
of-time is challenging. ShellCheck [33], the de facto shell lin-
ter used by over 60% of popular shell repositories on GitHub,
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1 #!/bin/sh
2 STEAMROOT="$(cd "${0%/*}" && echo $PWD)"
3 # ... 342 more lines ...
4 if [ "$STEAMROOT" != "" ]; then
5 rm -rf "$STEAMROOT/"*
6 fi
Fig. 3. An obviously safe fix to the Steam bug (Cf. Fig. 2). The
rm -fr will never delete from the root—across all executions and
environments—yet ShellCheck still warns that it could.

would not identify this bug at the time of its occurrence [132],
as no syntactic lint for this circumstance was implemented.
Even ShellCheck’s latest version (v0.11.0) is brittle: it fails
to detect a small, semantically-equivalent variation of the
bug—moving the final slash from the rm command (ln. 5) to
the end of the STEAMROOT assignment (ln. 2)—and mistakenly
warns about Fig. 3’s fix. Reliable analysis demands deeper
reasoning about shell programs, entailing several challenges.
The first challenge (C1) is handling the shell’s unique ex-

ecution model. Almost every command in a shell program
might fail, and most invocations that interact with external
values could, in principle, be catastrophic. For instance, a ma-
licious invocation may cause the Steam updater’s "${0%/*}"
to expand to /home, causing rm -rf to delete it. However,
considering such malicious scenarios amounts to warning on
the vast majority of practical rm invocations. Avoiding this
noise requires an analysis that identifies failures that occur
even under optimistic assumptions: these are high-impact
bugs that affect everyday usage under common conditions.
A second challenge (C2) when analyzing shell programs

is reasoning about both the wider environment and opaque
commands that interact with it. For example, Fig. 2’s cd
invocation succeeds only when the given argument points
to a directory. Even seemingly small, self-contained units
of code regularly depend on and affect global state, making
purely local reasoning insufficient. At the same time, shell
programs rely heavily on external commands—standalone
executables wholly distinct from the program under analysis.
To reason about overall program behavior, a system must be
able to reason about the behavior of these commands on the
shell state and the system environment in a way that is both
precise, to identify bugs, and tractable, to be applied at scale.

A third challenge (C3) is reasoning about the possible out-
comes of shell expansion. For example, Fig. 2’s bug manifests
by the interplay of four different types of expansion. Ex-
plicitly enumerating all possible outcomes of this complex,
dynamic process is infeasible. Practical analysis must make
a sound approximation of the shell’s expansion semantics.

The last challenge (C4) is handling the exponential growth
of execution paths induced by the shell language’s density
even on moderately-sized programs. Every command implic-
itly introduces a branch depending on whether it succeeds
or fails, which, when combined with other shell constructs
such as word expansion, grows the number of feasible paths
rapidly. The full Steam updater program is hundreds of lines

Steam’s update.sh Analysis steps
2 STEAMROOT=" $STEAMROOT = 𝑥 1
2 $(cd "${0%/*}" ${0\%/*} d dir 2
2 && $?cd = 0← fork→ $?cd ≠ 0 3
2 echo $PWD)" 𝑥 = $PWD 𝑥 = "" 4
5 rm -rf "$STEAMROOT/"* "𝑥/"* d del /* d del 5

Fig. 4. Parts of SaSh’s analysis of the Steam bug (Cf. Fig. 2).
The failed cd path yields STEAMROOT="", so the final rm targets /*.

long, making complete path exploration infeasible. An effec-
tive bug-finding analysis must therefore focus exploration
on paths most relevant for actionable bug-finding.

SaSh’s approach: Invoking SaSh on Steam’s update.sh
program with a five-second time budget identifies the bug:

$ sash --timeout 5 /opt/steam/update.sh
> Line 359: Deletion of /* due to empty $STEAMROOT.
> ... more warnings

Internally, SaSh starts by parsing the script and initializing
the symbolic shell environment state, mapping all environ-
ment variables defined by the POSIX standard [60] with
unconstrained symbolic values (§3.2). It also initializes its
symbolic filesystem as an associative map from paths to ob-
jects, each modeled as either a file, a directory, deleted, or
an unknown state (§4.2).
SaSh then starts symbolically executing the script at the

first executable line, which assigns the result of the com-
mand substitution to the STEAMROOT variable ( 1 in Fig. 4).
The engine enters the substitution and evaluates it. On the
operator’s left side, it interprets the cd invocation symboli-
cally ( 2 ), including the expansion ${0%/*}, modeled as an
unconstrained environment-derived string (C2,3) (§4.1–§5).
At the outer level, the && operator then introduces control-
flow branching ( 3 ): for each command whose success affects
the conjunction (C1,4), SaSh forks the symbolic state to rep-
resent both the success and failure paths. Because cd is a
shell built-in, SaSh implements its behavior according to
POSIX (§3.2): It updates the current working directory $PWD
to the path given by ${0%/*}, asserts that it must be a direc-
tory (to be checked later), and updates $OLDPWD.
Next, along the subshell’s success path, SaSh evaluates

echo ( 4 ), another built-in which deterministically succeeds
along the success branch of cd, outputting $PWD. The assign-
ment binds this value to a fresh symbolic STEAMROOT variable,
and SaSh constrains $STEAMROOT = $PWD, where $PWD is the
subshell’s working directory after cd.
Along the subshell’s failure path, the cd fails with no

output and SaSh adds the constraint $STEAMROOT = "".
Once SaSh reaches the rm invocation ( 5 ), it symbolically

expands the "$STEAMROOT/"* argument, which is composed
of three parts: the symbolic variable STEAMROOT, a literal
slash, and the * glob (§5). For each part, SaSh lowers it to
an abstract expansion domain that captures the range of
words it may expand to: STEAMROOT may expand to zero
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or more words, the slash is constant, followed by *, which
can expand to zero or more words (C3). SaSh then fetches
rm’s specification (§4.1): it states that all paths specified by
the arguments are deleted (C2). SaSh adds those facts to the
execution path’s path condition (§3.2) and applies them to
the symbolic filesystem (§4.2).
Observing the deletion in the postcondition, SaSh dis-

charges a semantic assertion stating that none of the deleted
paths are critical (including everything under /) ( 5 , failed
cd path). It then asks the solver whether the accumulated
path conditions are satisfiable and whether the assertion is
satisfiable. The solver confirms this is not the case for the
path where cd fails, and SaSh reports the bug.

From 2 to 450 lines: The full updater program contains sig-
nificantly more possible execution paths. The two statements
are 342 lines apart, with 83 explicit branching points until the
dangerous rm. This complexity makes complete path explo-
ration infeasible, thus SaSh incorporates two domain-specific
path-management strategies (C1,4). First, it optimistically as-
sumes commands succeed outside explicit control flow (§3.2);
it also prioritizes paths more likely to lead to catastrophic
consequences, accelerating bug identification even in large
programs, before thoroughly exploring them (§6).
As a result, SaSh detects and warns about the bug in the

full Steam updater program (450 lines of code) in 4.8s, while
producing no such warning on the fixed version sketched in
Fig. 3 with a similar detection time. Meanwhile, ShellCheck
v0.3.5 (from 2015) produces no relevant warning in either ver-
sion, and v0.11.0 produces the exact same warning for both
versions (it blindly warns about the rm invocation pattern).

3 SaSh Core
SaSh explores program behaviors to surface executions man-
ifesting bugs (§3.1) using symbolic execution (§3.2–§3.3).

3.1 What Counts as a Bug?
The shell is highly permissive with respect to errors: the
kinds of execution states that result in failure in other env-
ironments—e.g., commands failing, syntax errors, and miss-
ing dependencies—often do not halt shell program execution
nor result in immediately observable exceptional behavior.
This offers shell developers fine-grained control [59], but
also opens the door for unexpected behavior. Hence, the vast
majority of real-world bugs in shell programs are misbehav-
iors: perfectly normal executions according to the shell’s
semantics but with unexpected or undesired effects.
SaSh defines eight classes of misbehaviors (Tab. 1) to

identify as bugs, derived from a review of its benchmarks
that yielded a taxonomy of common failure classes (Cf. §7).
These misbehavior classes differ fundamentally from linters
(e.g., ShellCheck)—which check for syntax patterns—because
they are not about syntax, but rather about the semantics of
possible program executions. The first class captures bugs

Table 1. Classes of misbehavior. Each row describes a class of
bug patterns SaSh detects, with a concrete example manifestation.

Description Example

Delete critical path rm -rf "$HOME"
Dangerous word split rm -rf /usr/$1
Data loss mv a x.txt; mv b x.txt
Command will fail rm a.txt; cat a.txt
IO mismatch VAR=$(mv a b)
Missing command command -v foo || foo abc
Identifier misuse cd "$UNBOUND"; cmd > fun
Bad control Const. cond., infinite loop, etc.

that cause deletion of critical paths (e.g., /, /home) and is
what triggers SaSh’s warning in the Steam updater exam-
ple (§2). The next five classes capture unwanted behavior
stemming from command compositions and their interplay
with shell expansion. The seventh class (identifier misuse)
covers both the use of unbound variables and incorrect refer-
ences to functions. The last class captures patterns sometimes
used intentionally—such as infinite loops—but are common
sources of bugs.

SaSh is parameterized over these misbehavior classes and,
for each, derives semantic assertions. SaSh implements these
assertions as logical constraints and reports their violations
as potential bugs.

3.2 SaSh Overview
SaSh’s symbolic execution engine interprets shell programs
over symbolic variables representing unknown inputs and
environment state, accumulating constraints and semantic
assertions as execution proceeds, and finally checking the
satisfiability of all collected assertions. Central to it is an opti-
mistic execution strategy tailored for impactful bug-finding.

Optimistic bug finding: Fundamentally, most computa-
tion inside shell programs is delegated to external commands.
This can make their analysis both intractable and uninfor-
mative. Intractable because commands can fail in many fine-
grained ways: rm a b c, for example, may fail to delete any
subset of its arguments, so even short command sequences
induce combinatorial state explosion. Unhelpful because of
their pervasive environment dependence and interaction:
almost any script admits a dangerous execution in some
pathological environment, so warning on mere possibility
of failure would flag nearly every part of any program.
SaSh avoids both concerns with optimistic symbolic exe-

cution. First, the system executes commands optimistically:
SaSh considers that a command either succeeds or fails as
a whole, and it explores failure only for explicit conditional
control. Second, SaSh reasons about overall behavior opti-
mistically: rather than speculating about any possible failure
mode, it focuses on identifying bugs that manifest even under
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Symbolic interpreter state is one of each:

Path condition P ::= C
Assertions A ::= C
Filesystem FS (Cf. §4.2)

Terminated? 𝑡𝑒𝑟𝑚? ::= 𝑇 | 𝐹
Global env. 𝜌𝑔 : 𝑠𝑡𝑟 ↦→ Symstr 

S
Local env. 𝜌ℓ : 𝑠𝑡𝑟 ↦→ Symstr

Function env. 𝜌 𝑓 : 𝑠𝑡𝑟 ↦→AST
Exit status 𝐸𝑆 ::= (0 | ¬0) × known?

Interp. config 𝑜𝑝𝑡𝑠 ⊆ {allexport,. . .}

Strings 𝑠𝑡𝑟

Symbolic strings Symstr (Cf. §5)
Known? known? ::= 𝑇 | 𝐹

Constraints C (Cf. §4.1)

Fig. 5. Symbolic interpreter state. The symbolic state S consists
of nine left-bracketed fields. The four right-bracketed fields make
up the modeled shell state S. Symbolic fields are marked.

the ideal environment defined by the successful execution
of the program up to any given point. In other words, SaSh
identifies when the program’s behavior is internally inconsis-
tent, or dangerous even under ideal conditions. This lets the
analysis identify real bugs with high signal-to-noise, flagging
faults unambiguously attributable to the program.

Overview: The system comprises three core components:
the interpreter, expander, and assertion checker (Fig. 6).

SaSh implements a tree-walking symbolic interpreter for
shell programs; it maps a collection of symbolic interpreter
states and a shell program to a new collection of symbolic
states. As part of evaluation, interpretation is interleaved
with expansion, which transforms AST-level strings (words)
into symbolic strings, each paired with a resulting state (§5).
For instance, interpreting $(echo "$PWD") involves expand-
ing the command substitution, going back into interpretation
to interpret echo, and then returning to expansion to pro-
duce the command substitution’s final value.
Both interpretation and expansion produce semantic as-

sertions, which are constraints over the symbolic state that,
if violated, indicate a bug (§3.1). Finally, after interpreting a
program, SaSh uses a solver to analyze these assertions and
reports if any are unsatisfiable.

3.3 Symbolic Execution
After parsing a shell program into an AST, SaSh initializes
a state with the standard environment variables defined by
POSIX (e.g., HOME, PWD) as fresh symbolic variables, and scans
the program AST to discover all function definition nodes
(in order to distinguish not-yet-defined functions from un-
known commands). It leaves all other fields in an initial
(empty) state. SaSh then interprets the program starting with
that single state.

InterpreterShell
Program Expander (§5)

Assertion
Checker

Warnings

Words × S

Symstr × S
S

Fig. 6. Symbolic execution components. The interpreter and
expander are mutually recursive: interpretation triggers expan-
sion for word evaluation, and expansion invokes interpretation for
command substitution. The assertion checker then analyzes the
resulting constraints and warns on unsatisfiability.

Filesystem FS : 𝑝 ↦→ 𝑠

Constraints C ::= 𝑝 d 𝑠 | c? (𝑝) | 𝑖𝑜
| Symstr = Symstr | C⇒ C
| ¬C | C ∧ C | C ∨ C | ⊤

Specifications Φ : AST→ (𝜙𝑎 ↠ ⟨C𝑠 , C𝑓 ⟩)

Path state 𝑠 ::= (file | dir | del) × 𝑟𝑒𝑎𝑑?
Output 𝑖𝑜 ::= stdin | stdout(Symstr)
Paths 𝑝 ::= Symstr
Read? 𝑟𝑒𝑎𝑑? ::= 𝑇 | 𝐹

Fig. 7. Filesystem model, constraint and specification lan-
guage. Constraints describe path states, command existence, IO
information, and string equalities. Specifications are a triple of us-
age assertion and success or failure postconditions.

Symbolic state: SaSh represents a single point of execution
using a symbolic interpreter state S. This state consists of
nine central elements, which suffice for it to model the shell
behaviors it needs to find bugs (Fig. 5). The path condition P
describes constraints on the execution path represented by
each state. Semantic assertions A are a set of constraints to
check, corresponding to bugs in the program when unsat-
isfiable. The symbolic filesystem model FS tracks the state
of paths manipulated by the program (§4.2). The global and
local variable environments 𝜌𝑔 and 𝜌ℓ map identifiers to
symbolic strings and the function definition environment
𝜌 𝑓 maps identifiers to function body AST nodes. The exit
status 𝐸𝑆 (corresponding to $?) tracks the latest exit status
together with a 𝑘𝑛𝑜𝑤𝑛? flag indicating whether that status
is statically known (vs. optimistically assumed). The termina-
tion status 𝑡𝑒𝑟𝑚? tracks whether the path represented by the
state has terminated. Finally, the interpreter configuration
𝑜𝑝𝑡𝑠 tracks active shell interpreter configuration options as
manipulated by set.

Symbolic interpretation: The interpreter treats several
classes of shell constructs differently. For core shell con-
structs such as assignment and sequencing, SaSh reimple-
ments the standard concrete interpreter to operate over sym-
bolic values. SaSh implements POSIX builtins [61] directly
but operating over symbolic values. For command invoca-
tions not modeled directly, it uses concise specifications that
describe the invocation’s expectations on the state (whose
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violation corresponds to a bug) and the effects of the invoca-
tion on the state (§4.1).

SaSh explores both outcomes of branching constructs such
as if, &&, ||, !, and case, and then merges the resulting
states, when possible (§6). For case, it does not record con-
straints induced by shell patterns, which lie outside its cur-
rent constraint language. SaSh unrolls loops a configurable
number of times (three by default), and fully unrolls ones
with statically-determined iteratees.

SaSh executes subshells and command substitutions in
a copied shell state, so it keeps shell-state changes local to
the subshell (consistent with the shell’s semantics) while
preserving the rest of the symbolic execution state, e.g., the
filesystem (Cf. §4.2).

SaSh interprets assignments by first expanding their right-
hand side and then updating each resulting state’s 𝜌𝑔 envi-
ronment, so after x="$STEAMROOT/"* the binding for x holds
the resulting symbolic string. Function definitions such as
f(){ rm "$1" } update 𝜌 𝑓 , where the name f maps to the
function’s body AST.
SaSh handles function calls on a best-effort basis: if all

active states agree on the same definition, SaSh interprets
the body’s AST subtree (otherwise treating the function call
as an unknown command invocation) within environment
𝜌ℓ , binding inside it positional parameters ($1, $2, etc.) as pre-
cisely as word splitting permits. For instance, in f a $x c,
if $x may expand to multiple words, then SaSh can still bind
$1 to a, but abstracts $2 and all subsequent parameters with
fresh symbolic variables.
SaSh handles eval and . only when their argument is

fully concrete, and treats backgrounded commands (&) as se-
quentially executed in the foreground. It omits a set of POSIX
features that are orthogonal and straightforward to imple-
ment: shift, times, and most set options aside from -e
and -u. In contrast, SaSh does not interpret trap at all, since
trap code can execute at any arbitrary point in a program’s
execution (whenever a signal is received).
At each interpretation step, SaSh produces states paired

with semantic assertions corresponding to potential bugs.
SaSh emits semantic assertions at command invocations that
check: (misbehavior class 1) destructive effects avoid criti-
cal paths, (2) expansions are not susceptible to dangerous
splitting, (3) filesystem updates do not clobber unread data,
(4) commands are not guaranteed to fail, (5) commands con-
sume compatible I/O, and (6) commands exist. SaSh emits
semantic assertions at identifier references and control con-
structs that check: (7) variables and functions are defined
consistently, and (8) branch and loop conditions are non-
degenerate (e.g., constant). SaSh checks each semantic asser-
tion by encoding the relevant path condition and filesystem
state in SMT; if the assertion is unsatisfiable, SaSh reports a
warning.

⟦cmd⟧ ≜ 𝜙𝑎(assertion) ↠ ⟨C𝑠 (success), C𝑓 (failure)⟩

⟦cat 𝑝⟧ ≜
∧
𝑝

𝑝 d file ↠ ⟨∧
𝑝

𝑝 d file𝑟 ∧ stdout(𝑥),⊤⟩

rm


⟦rm 𝑝⟧ ≜

∧
𝑝

𝑝 d file𝑟 ↠ ⟨∧
𝑝

𝑝 d del,⊤⟩

⟦rm {-f,-i,-v} 𝑝⟧ ≜ ⟦rm 𝑝⟧
⟦rm {-d,-r,-R} 𝑝⟧ ≜

∧
𝑝

𝑝 d (dir ∨ file𝑟 ) ↠ ⟨∧
𝑝

𝑝 d del,⊤⟩

⟦test 𝑎 = 𝑏⟧ ≜ ⊤↠ ⟨𝑎 = 𝑏,¬(𝑎 = 𝑏)⟩
⟦sudo 𝑐⟧ ≜ ⟦𝑐⟧

Fig. 8. Specifications for selected command invocations. Com-
mand specifications are manually written by domain experts and
capture the possible effects of each supported invocation shape on
the system environment.

4 Effect and Environment Modeling
Shell programs invoke external commands that can have
broad, often irreversible effects on the environment. To rea-
son about those effects without touching the host system,
SaSh simulates command effects through specifications (§4.1)
over a symbolic filesystem (§4.2).

4.1 External Command Specifications
External commands are the one part of a shell programwhose
semantics cannot be inspected by the symbolic interpreter: af-
ter parsing and expansion, the actual shell eventually reaches
execve and transfers control to an external executable.
To overcome this challenge, SaSh models a command’s

behavior as a function of its invocation as a specification
triple—usage assertion, success postcondition, and failure
postcondition. For example, rm -rf "$STEAMROOT/"*, after
expansion (§5), becomes an invocation of rm with concrete
flags -r -f and one symbolic operand 𝑥 "$STEAMROOT/"*. SaSh as-
sumes that flags and options are concrete, and any symbolic
parameters are operands, so that it can unambiguouslymatch
the invocation to a specification. The specification matching
this invocation is:
⟦rm -rf "$STEAMROOT"/*⟧ ≜ 𝑥 "$STEAMROOT/"* d (dir ∨ file𝑟 )

usage assertion 𝜙𝑎

↠ ⟨𝑥 "$STEAMROOT/"* d del
success postcondition C𝑠

,

⊤
failure postcondition C𝑓

⟩

The usage assertion 𝜙𝑎 states that SaSh will produce a warn-
ing when it deduces that 𝑥 "$STEAMROOT/"* cannot be either a di-
rectory (dir) or a file that has already been read (file𝑟 ) (i.e., it
can only be an unread file or deleted).1 The subscript 𝑟 is the
read-status bit (Fig. 7), which SaSh uses as a proxy to decide
whether deleting the file risks silent data loss. This assertion,
therefore, checks for both the command failure and data
loss misbehaviors (Cf. Tab. 1). The success postcondition C𝑠

states that rm deletes those paths. The failure postcondition
1SaSh tracks 𝑥"$STEAMROOT/"* as a single path in its filesystem model (Cf. §4.2).
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C𝑓 is a no-op, encoding complete failure consistent with
SaSh’s optimistic symbolic execution model (§3.2).
SaSh’s invocation mapping function matches distinct in-

vocation shapes to specifications; Fig. 8 illustrates its shape
with representative examples, including the full set of cases
for SaSh’s rm specification. Consistent with its optimistic
symbolic execution model, SaSh falls back to an empty spec-
ification for commands for which it has no specification.
In general, an invocation specification Φ is a triple 𝜙𝑎 ↠
⟨C𝑠 , C𝑓 ⟩. The usage assertion 𝜙𝑎 is a semantic assertion that
may correspond to one or more misbehavior classes, or none
(e.g., test in Fig. 8). The two postconditions describe the
invocation’s effects on a successful or failed execution, re-
spectively. SaSh expresses all three components as formulas
in its constraint language C (Fig. 7).
Beyond those illustrated by the rm specification, SaSh’s

constraint language includes additional constraint types. The
predicate c? (𝑝) expresses that a path names an existent exter-
nal executable. Input-output constraints 𝑖𝑜 describe values
flowing through a command’s standard input and output.
Since paths are just symbolic strings, equality constraints
allow SaSh to capture aliasing relationships like two different
symbolic paths denoting the same location.

The current version of SaSh comes with a small, standard
library of declarative command specifications that we have
manually developed for several commands. Scaling this speci-
fication effort in the future will benefit from crowd-sourcing
or automated specification synthesis, possibly leveraging
man pages and natural-language processing [18, 68, 139].

4.2 Filesystem Model
SaSh uses a non-hierarchical filesystem model that maps
paths to states. This encoding does not capture the filesys-
tem’s structure, but it is simple to implement, efficient to
reason about, and still sufficient to find real bugs (§7). Each
path state (𝑠 in Fig. 7) is a pair consisting of a kind and a sta-
tus. The kind is either a file, directory, or deleted. The status
is either read or unread.
SaSh’s filesystem model interface exposes three opera-

tions: apply, which updates the model state from a command
postcondition; encode, which encodes the current model
state into SMT; and assert, which encodes an assertion to
be checked against the model. This interface allows for plug-
ging in alternate implementations that capture additional
filesystem properties (e.g., file permissions) in the future.

SaSh implements the filesystem as an SMT array mapping
symbolic strings to path states. To implement apply, SaSh
updates the entry keyed by the postcondition’s path with
the new path state that the postcondition describes. When
a postcondition contains an implication, SaSh translates it
into a conditional update: the premise is evaluated over the
current model state, and the conclusion is applied to the
subsequent state. SaSh implements encode by translating
the flat map into an SMT array, and implements assert by

Table 2. Shell word expansion mechanisms.

Mechanism Example Concrete Symbolic

Tilde exp. ~/d /home/u/d 𝑥HOME/d
Parameter exp. $v abc 𝑥𝑣
Command subst. $(uname) Linux 𝑥 𝑓 𝑟𝑒𝑠ℎ
Arithmetic exp. i=$((i+1)) i=42 i=𝑥 𝑓 𝑟𝑒𝑠ℎ
Field splitting $v a b 𝑥𝑣
Pathname exp. *.t a.t b.t 𝑥 𝑓 𝑟𝑒𝑠ℎ
Quote removal "$v" "a b" "𝑥𝑣"

translating each usage assertion’s constraints as an SMT
formula over the SMT array.

5 Abstract Expansion Domain
Expansion is a central process in the semantics of the shell,
and its inherent complexity and dynamism make it a key
challenge for precise symbolic reasoning. Indeed, expansion
can invoke arbitrary code whose results recursively shape
the program under evaluation. These expansions are chal-
lenging to reason about symbolically, given that the results
are statically unknowable and unboundable.
To tame the complexity of symbolically reasoning about

expansion, SaSh observes that a central source of bugs relat-
ing to expansion is the process of field splitting. Expansion
transforms raw program text into strings, with several dif-
ferent mechanisms (Cf. Tab. 2); field splitting determines
what becomes a single or multiple strings. Specifically, the
shell splits up strings delimited by IFS characters—typically
space, tab, and newline—determining how downstream ex-
ecutables and shell constructs see distinct strings resulting
from expansion. As a concrete example, field splitting causes
X="my path/"; rm $X to receive two distinct path argu-
ments: rm my path/, deleting two different paths—a com-
mon source of bugs [26].

SaSh therefore simplifies the results of expansion down to
only three properties (prefix, suffix, number of fields) that are
adequate to identify bugs in a wide variety of shell scripts; it
drops all other information to make reasoning more scalable.
Formally, SaSh defines an abstract domain for expansion that
models this information, enabling tractable, approximate
expansion reasoning that is tuned for bug finding.

This section defines SaSh’s abstract domain (§5.1) and how
SaSh models expansion in terms of that domain (§5.2).

5.1 Abstract Domain
Fig. 9 defines SaSh’s abstract domain, symbolic strings, for
the results of expansion. A symbolic string can either be: (1)
a concrete value (if it can be statically determined); or (2) a
symbolic value that could represent any string, constrained
by a concrete prefix and suffix (𝑥𝑝/𝑠 ), along with a range of
the number of fields the value could be split to (𝐹𝐶).
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Symbolic string Symstr ::= 𝑠𝑡𝑟 | 𝑥𝑝/𝑠 × 𝐹𝐶
Pre/suffixed sym. var. 𝑥𝑝/𝑠 ::= 𝑠𝑡𝑟pre · 𝑥 · 𝑠𝑡𝑟suf

Field count range 𝐹𝐶 ::= [𝑛, (𝑛 | ∞)]
Symbolic variable 𝑥

Natural number 𝑛

Fig. 9. Symbolic string abstract domain. SaSh models expansion
results with the symbolic strings abstract domain, which are either
concrete strings or symbolic variables carrying concrete prefix/suf-
fixes and a field-count range.

Symbolic variables are augmented with concrete prefixes
and suffixes to capture patterns of string concatenation com-
mon in the shell. For example, scripts often include code
of the form rm $1/usr—meaning the concatenation of $1’s
value with "/usr" (e.g., the iTunes updater has code like this).
Since $1 is an unknown input to the program, SaSh repre-
sents its expansion result as an abstract symbolic variable
𝑥 ; however, for the words $1/usr, SaSh maintains the infor-
mation that the expansion result has a constant component
in the suffix string "/usr". Similarly for prefixes.
Alongside symbolic variables, SaSh tracks the range of

possible field counts the variable could be split to (𝐹𝐶). This
allows SaSh to identify dangerous splits, possible critical-
path deletions, and instances of bad control that depend on
field splitting (Cf. Tab. 1). For example, in the invocation
rm $1/usr, SaSh can identify that (absent other constraints
on $1) field splitting of rm’s argument can result in deletion of
unexpected paths because it can be split into multiple fields
(i.e., has a 𝐹𝐶 of [1,∞]). Furthermore, with the concrete suf-
fix, SaSh can more specifically identify at least one such un-
expected splitting that could be catastrophic: if "/usr" splits
to its own argument. While this direct invocation pattern is
a common source of bugs, the field count range enables SaSh
to identify field splitting bugs more generally. For instance,
SaSh identifies that the following program suffers from the
same problem, because the unquoted file paths may be split:

find ... | xargs -I{} rm {} \;

As another example, field counts allow SaSh to identify pos-
sible bad control resulting from field splitting, such as the
following conditional that can never succeed because the
output of cat is subject to field splitting:

if [ $(cat a.txt) = "a b" ];

5.2 Abstract Expansion
With this abstract domain, SaSh approximates the results of
expansion while keeping precise track of their prefix, suffix,
and field count range. SaSh handles all seven expansion
mechanisms as illustrated in the Symbolic column of Tab. 2,
but parameter expansion and field splitting are the most
interesting ones under the abstract domain, so the rest of this
section focuses on those two. Interested readers can find the
rest of the expansion mechanisms in the appendix (App. C).

Parameter expansion: Parameter expansion replaces vari-
able references with their values, or other results under one
of POSIX’s eight different alternative value or five different
string manipulation transformations. In the general case,
SaSh supports unmodified parameter expansion and all pa-
rameter formats. For parameter expansion, SaSh looks up
whether there is a symbolic string mapped to the variable
in its environments. If not, it binds the variable to a fresh
unconstrained symbolic string (ghost binding) so that future
accesses can reference it—capturing the POSIX semantics
that unbound variables may be defined by the environment,
or if not, become the empty string.
Parameter formats (e.g., ${X-dflt}, ${X:+rplc}) intro-

duce more complexity atop this basic template, because they
express conditional logic. SaSh deals with alternative-value
formats by forking its analysis state if a variable appearing
in a format expansion is symbolic: one case constrains the
variable to be non-empty, while in the other case the result is
the default value with a constraint that the variable is empty.
SaSh similarly handles the other alternative-value formats.
SaSh supports string-manipulating parameter expansion

transformations (e.g., ${X%suf}, ${X#pre}) with a general
case and a special case. In the general case, if a variable
is bound in SaSh’s environment to a non-constant, SaSh
expands these parameters with a fresh unconstrained sym-
bolic variable. In the case that the variable has a statically-
determined constant value, however, SaSh directly imple-
ments the string transformation to produce a corresponding
constant result.

Field splitting: Field splitting is the process by which
expansion splits up strings delimited by any of the $IFS
characters—typically space, tab, and newline—into distinct
strings. After symbolically expanding words into a sequence
interleaving concrete strings and symbolic variables, SaSh
performs field splitting to obtain a final sequence of sym-
bolic strings. SaSh first traverses the sequence, splitting it
at field boundaries according to the $IFS characters. Each
field may be one of: only constant strings, a single symbolic
variable surrounded by constant strings, or multiple sym-
bolic variables among constant strings. SaSh handles each
case separately. For fields with only constant strings, SaSh
directly merges the strings to obtain one constant string. For
fields with a single symbolic variable, SaSh folds the constant
strings before and after the variable into that variable’s prefix
and suffix. For fields with multiple symbolic variables, SaSh
creates a fresh symbolic variable with field-count capturing
the full range of possible fields in the concatenation of the
original variables, and folds constant strings before the first
variable into the prefix and strings after the last variable into
the suffix.

In the rare case that $IFS is symbolic ($IFS is usually set
to a constant), SaSh does not attempt field splitting. It issues
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Table 3. Ground-truth evaluation summary and results. Each row first lists information about each program: a name reference, its
source, a brief description of the documented bug(s) it contains; the program’s size in lines-of-code; and the maximum path depth at which a
bug in the program manifests (↓). The right side of the table lists SaSh’s results on the programs: the number of bugs detected over the total
number of bugs (D/#B) and the number of spurious warnings (false positives) SaSh reports for the fixed program (FP); the minimum time
budget SaSh needs to fully analyze the program in seconds (𝑡 ); and which features SaSh uses to detect the bug(s) (F ) among word expansion
(E), command specifications (S), filesystem model (F), and risk-directed exploration (R).

Script name Source Bug description LoC ↓ D/#B | FP 𝑡 F
DigitalOcean snapshot [129] Constant while 12 0 1/1 | 0 0.78s E R
Squid init script [133] Unknown rm target 139 5 4/4 | 0 >60s S R
Ubuntu backup manager [20] Bad $? check 766 10 1/1 | 0 >60s S R
Node.js version manager [138] Deletes /usr/local/* 247 8 2/2 | 0 >60s E S F R
iTunes updater [135] Deletes drive 4 1 1/1 | 0 0.13s E S
Steam updater [134] Failed cd to rm /* 450 7 1/1 | 0 >60s E S F R
NVIDIA driver installer [131] Deletes /usr 662 13 1/1 | 0 >60s S F R
MongoDB backup script [137] Typo causes DB loss 15 0 18/18 | 0 0.40s E S R
Debian debootstrap [9] Empty $2 to cwd loss 405 31 1/1 | 0 >60s E S F R
Debian debootstrap 2 [120] Deletes supplied path 602 45 0/1 | 0 >60s E S F
More buggy scripts App. A ∼21.1 ∼1.1 85/85 | 0 ∼2.39s 25E 35S 23F 21R

Total Arith. mean (∼) ∼71.8 ∼2.9 115/116 | 0 ∼14.08s 32E 44S 28F 29R

a warning and approximates the entire expansion with a
fresh, unconstrained symbolic variable.

6 Finding More Bugs in Less Time
Even under SaSh’s optimistic execution model (Cf. §3.2),
shell programs can exhibit very large state spaces, growing
exponentially with not just each explicit branch and loop,
but also during expansion and when interacting with the
filesystem. This section describes optimizations that manage
this space and find bugs as quickly as possible.

Risk-directed exploration: SaSh’s base symbolic execu-
tion can spend substantial time in bug-free code before it
reaches program fragments most likely to cause serious bugs.
To reach these fragments quickly, SaSh performs a targeted
exploration phase before regular symbolic execution that
focuses on dangerous execution paths. In this phase, SaSh
explores a small set of possible executions, prioritizing paths
that include dangerous command invocations most likely
to be associated with bugs. Specifically, at all conditional
branches, SaSh selects only one path to explore (instead of
both) by ranking the two branches with a local risk score. The
risk score is the number of commands appearing literally
in the region AST pre-expansion which have at least one
invocation specification with a destructive effect.

For example, for the following program, SaSh’s risk-directed
exploration selects only the then branch (due to the presence
of rm) and ignores the else branch entirely.

if [ -e $X ]; then rm $Y; else echo skip; fi

By extending this approach to decide every conditional branch,
this phase guides the search to quickly reach dangerous re-
gions with potentially catastrophic bugs—even when they
appear deep inside large programs (Cf. §7.3).

State merging and assertion filtering: Exploration can
often lead tomultiple traces that are equivalent from the anal-
ysis’s perspective. For example, the following two branches
only differ in the contents of a, which SaSh does not model:

if cmd; then echo "1" > a; else echo "2" > a; fi

The forked states resulting from each branch are equivalent,
so SaSh merges them to avoid redundant work analyzing the
rest of the program. Generally, SaSh only maintains distinct
states that diverge in terms of the modeled semantics.
SMT solver calls carry overhead from loading SaSh’s en-

coded symbolic state into the solver before even answer-
ing specific queries. In light of this per-call overhead, SaSh
avoids invoking the solver on trivial semantic assertions by
performing best-effort filtering: during symbolic execution,
SaSh inspects each generated assertion and discards it if it
can trivially determine that it must be satisfiable—e.g., if the
current path condition already entails it or if its concrete
values refer only to non-critical paths. For instance, if the
path condition includes the constraint that $v = "", SaSh
can answer questions about whether $v equals any constant
without asking the solver.

Time budget allocation: To decide how to best allocate
a fixed time budget across multiple analysis stages, SaSh
stages execution into risk-directed exploration, full symbolic
execution, and constraint solving. The specific distribution
is a heuristic informed by the relative costs of these stages.
SaSh partitions a fixed time budget across its analysis

stages to prevent any single component from dominating
runtime—capping risk-directed exploration at 𝑡/3, reallo-
cating unused time (up to 𝑡/2) to symbolic execution, and
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reserving the remainder for constraint solving. SaSh also sup-
ports serializing its symbolic state at the timeout boundary
to resume analysis in a subsequent run.

7 Evaluation
We evaluate SaSh on real shell programs along four axes: its
completeness at identifying known, well-documented bugs
in a controlled setting (§7.1); comparison to the industry-
standard ShellCheck linter on the same programs (§7.2); its
runtime performance (§7.3); and its ability to find new, pre-
viously undiscovered bugs in the wild (§7.4).

Benchmarks: We use the following four benchmark sets:
B 61 real shell programs totaling 116 documented bugs

and their corresponding fixes, from web forums, Stack-
Overflow, Unix & Linux Stack Exchange, GitHub, and
GitLab, including disasters from Steam (§2), iTunes [135],
and Nvidia drivers [131] (§7.1–7.3).

V 19 semantically-equivalent but syntactically different
variants (containing 42 bugs) from a subset of the
above programs (§7.1–§7.2).

K 119 programs from the Koala benchmark suite [69],
providing a diverse and well-studied set of correct real-
world shell programs (§7.3).

R Several open-source repositories, including projects
such as PyTorch, Next.js, and the P4 compiler (§7.4).

Hardware & software setup: All experiments were con-
ducted on a single pc51 Cloudlab node [28]. SaSh runs on
Python v3.10.18 and uses the Z3 solver v4.15.4. ShellCheck
comparisons use v0.11.0, configured with --enable all and
--severity info to maximize reporting.

7.1 Bug Detection Effectiveness
We apply SaSh to the set of programs with documented
bugs ( B ) to judge its bug detection effectiveness against
established ground truths. We mark a bug as detected by
SaSh when it produces a warning describing the precise
undesired behavior, such as a critical path potentially being
deleted or a constant conditional.

To judgewhether SaSh can distinguish between buggy and
correct code (its discriminative power), we perform a negative
control experiment by applying it to the fixed versions of
the programs to see whether it recognizes the absence of a
bug, i.e., whether it still warns even though the bug has been
fixed (a false positive).

Tab. 3 summarizes SaSh’s bug-detection effectiveness for
a subset of 10 benchmarks (full table in App. A), and Fig. 10a
summarizes the results of applying SaSh to every program
(“Real Bugs” on the left side). At a high level, SaSh identifies
115/116 bugs across 60/61 programs, including the Steam
updater bug (§2). It also identifies 42/42 bugs across the 19
variant programs.
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Fig. 10. Effectiveness results (number of bugs detected).
Higher is better. Subplot a shows number of bugs detected (Cf. §7.2
for variants); SaSh identifies 115 of the 116 bugs in 60 of the 61 pro-
grams, and ShellCheck identifies 42 bugs in 19 programs. Subplot b
shows number of bug fixes recognized (i.e., warning absent after
fixing the bug); SaSh recognizes all fixes; ShellCheck recognizes 35
(in addition to the 74 bugs it never identified in the first place).

Fig. 10b summarizes the results of applying SaSh to every
fixed program in the evaluation set with the left bar counting
the number of bug fixes it recognizes—i.e., bug-fix instances
for which SaSh no longer warns about the now-fixed bug
(higher is better, meaning fewer false positives). SaSh does
not warn about any of the fixed bugs in the evaluation set,
showing that SaSh does not blindly report on patterns and
can distinguish between buggy and fixed code.

Discussion: There are several notable bugs. The SLURM
cluster-overwrite bug, in which the program includes a find
command piped into an xargs invocation of mv, moves files
into the same destination, causing data loss in the scenario
where the target is not a directory [128]. SaSh models xargs
akin to a loop, unrolling it into (three) repeated sequential
invocations of its subcommand with unconstrained symbolic
arguments. It identifies the repeated move via mv’s specifi-
cation, as well as the potential data loss—mv’s precondition
asserts that the destination should be read if it is a file (which,
in the case of the bug, it is not on the second invocation),
reporting a conditional warning: data loss occurs if the target
is not a pre-existing directory.
The only instance where SaSh fails to detect a bug is in

the second Debian debootstrap script, because the bug de-
pends on developer intent: the program installs a Debian
base system in a subdirectory of another already-installed
system [24, 120]; the bug manifests when a user invokes the
program with the --print-debs flag and a target directory:
the script prints a list of dependencies and then deletes the
target directory. SaSh could be configured to report this bug
by marking positional parameters as critical paths, but gen-
erally deleting a user-supplied path is not a bug, thus SaSh
by default does not assert against this behavior to avoid a
flood of spurious warnings.
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7.2 Comparison to ShellCheck
ShellCheck, a syntactic linter that warns about shell-related
“code smells” [115], overlaps in intention with SaSh. The first
experiment compares it against SaSh on all the programs
in Tab. 3 ( B ). As syntactic code smells are too broad rela-
tive to SaSh’s precise semantic warnings, we consider that
ShellCheck identifies a bug if it produces any warning that
is related to the issue (even if it does not precisely describe
it). For example, in the Ubuntu backup manager program,
ShellCheck does not flag the constant condition, but issues a
generic warning about avoiding $?; nonetheless, we consider
this as ShellCheck reporting this bug. We also consider that
ShellCheck fails to recognize a fix whenever it produces the
same warning in the fixed version of the program.
Fig. 10a shows the result of this experiment, comparing

ShellCheck’s bug-detection effectiveness (purple) against
SaSh’s (green). In 42 instances, ShellCheck produces some
warnings that, if inspected and interpreted correctly, could
allow a user to identify the underlying bug. ShellCheck’s
bug-finding effectiveness is correlated with the presence of
certain patterns, such as using $? in conditionals, unquoted
variables, or invoking rm with a variable operand suffixed
with a slash. It has also retrofitted some checks specifically
after major disasters, including the Steam updater bug (§2)
and the Nvidia driver installer bug [131] which it detects by
warning about the specific pattern that was involved in each
disaster [113]. Almost half of the bugs ShellCheck identifies
(18/42) come from the MongoDB backup script, where devel-
opers mistakenly use C-style comments (//) instead of shell
comments (#) in their program, causing variable assignments
to not propagate.

Fig. 10b plots ShellCheck’s fix recognition against SaSh’s
on the fixed versions of the benchmarks. The bottom, darker
portion shows the number of fixes for which ShellCheck
no longer warns about the original bug in 35 out of the 42
bugs that it identifies in the first place. It still warns about
the now-fixed bug in seven instances. The dotted area above
the bar indicates the remaining set of 74 bugs for which
ShellCheck is always silent: it issued no warning in the first
place, and continues not to warn for the fix.

Variants: The second experiment demonstrates the brittle-
ness of ShellCheck’s syntactic approach (right half of Fig. 10a)
by comparing SaSh and ShellCheck on variants: semantically-
equivalent but syntactically different programs of all 42 bugs
ShellCheck identifies ( V ). For instance, in the aforemen-
tioned MongoDB backup program, assigning c="//" and
replacing all instances of // with $c results in a program
that is semantically equivalent, manifests the same set of
underlying issues, but does not trigger any of ShellCheck’s
warnings. A variant of the Steam updater program (§2)moves
the trailing slash from the rm invocation to the variable as-
signment: STEAMROOT="$(cd ...)/". ShellCheck identifies
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Fig. 11. Number of bugs SaSh detects within time budget. The
x axis indicates different time budgets, and the y axis indicates the
number of bugs SaSh detects within those time budgets. Results
are from three different configurations: the base, non-optimistic,
symbolic execution engine, optimistic symbolic execution without
risk-directed exploration, and full SaSh.

none of the variant bugs; SaSh identifies the same bug mani-
festation across all of them.

7.3 Performance Analysis
This section reports on SaSh’s execution time when analyz-
ing shell programs and the benefits of its optimizations (§6).
Because SaSh identifies as many bugs as it can within a
time budget, optimizations of its run time also affect its bug-
finding ability for a given budget.

Bug-finding across time budgets: Fig. 11 reports on
SaSh’s bug-finding performance under different time bud-
gets, and with different optimizations enabled on the set of
documented buggy programs ( B ). The three configurations
compared are (1) SaSh’s base, non-optimistic, symbolic ex-
ecution engine without any of the optimizations described
in §6, (2) optimistic symbolic execution without risk-directed
exploration, and (3) full SaSh. SaSh without any optimiza-
tions detects 82 bugs within one second, and up to 97 bugs,
saturating at 60s. Without risk-directed exploration, SaSh
detects 98 bugs within one second, and up to 111 bugs, satu-
rating at 40s. Full SaSh detects 97 bugs within one second,
and up to 115 bugs, saturating at 60s.
Tab. 3 summarizes the runtime performance of SaSh for

every documented buggy program in the evaluation ( B ),
under a timeout of 60s. Excluding programs for which SaSh
times out, the average runtime per program is 0.75s, with a
minimum of 0.02s and a maximum of 23.31s. Although SaSh
hits its time budget (and hence terminates without fully
completing analysis) on 11 of the benchmarks, it nonetheless
analyzes enough of all programs to identify the bugs present
in all but one of them, as discussed in §7.1.

The largest and most complex programs of the evaluation
set enjoy the benefits of SaSh’s risk-directed exploration and
other optimizations. A notable example is the first Debian
debootstrap script, where an empty $2 results in PWD being
deleted, which can be the user’s home directory (as happened
to the bug reporter) [9]. This script is 518 lines long, and the
dangerous rm -rf invocation appears at line 510, with 276
lines separating the invocation with the earlier, offending
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line that assigns rm’s later target to PWD. In-between, among
other logic, is an argument parsing routine implemented
as a 20-branch case statement surrounded by a while loop.
This bug highlights the value of SaSh’s targeted execution
passes, as naïve exploration inevitably gets stuck exploring
paths in the argument parsing logic, exhausting SaSh’s time
budget without exploring other parts of the program. With
its targeted execution, SaSh goes from unable to identify
the bug within one hour, to identifying it within 30s. SaSh’s
optimizations enable identifying bugs hidden deepwithin the
logic of large programs (e.g., the Steam updater, the Debian
debootstrap program, and the Ubuntu backup manager).

Time for complete analysis: To judge the time budget
SaSh requires to completely analyze programs, we report
on the time SaSh requires to fully analyze all scripts in the
Koala benchmark suite [69] ( K ). The suite consists of 119
correct, diverse scripts with a wide variety of characteris-
tics. The plot below depicts the results: SaSh can completely
analyze 77 (65%) of the programs within one second, 110
(92%) within one minute, and all but three within 15 minutes.
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3 timed out

The last three do not fin-
ish even after 1 hour due to
the large number of loops,
conditionals, and filesys-
tem updates that result in
extensive solver overhead.
Indeed, SaSh expects to not
be able to fully analyze all programs—its optimizations (§6)
help surface bugs even under such conditions.

7.4 Identifying New Bugs in the Wild
To demonstrate SaSh’s effectiveness at identifying new bugs,
we applied it to several open-source repositories in the wild
in the weeks before submission ( R ).

Project Domain #B

PyTorch [102] CI 1
Kubernetes [66] CI 3
Next.js [141] CI 1
P4 Compiler [7] Build 15
vLLM [142] CI 4
AFFiNE [122] Updater 3
Moby [75] CI 2

Total (Cf. App. B) . . . 70

SaSh has already identified 70
unique bugs across 44 open-
source projects—including Py-
Torch, Next.js, and Kubernetes—
each of which we manually
inspected, validated, and re-
ported to the maintainers
alongside fixes. At the time of
writing, 27 fixes have already
been accepted. The table be-
low summarizes a selection of notable bugs SaSh identified;
it lists the project, the script’s domain, and the number of
occurrences of the reported bug (#B).
The issues identified span dangerous path deletions that

could result in critical data loss (P4 Compiler), improper exit-
code handling that results in program crashes or dead code
(AFFiNE, vLLM), expansion mistakes causing bad control
(Kubernetes), and unbound references that result in core
functionality never executing (PyTorch, Kubernetes, Next.js,

Moby). Beyond the selection summarized here, the remaining
bug reports include more dangerous side effects, improper
handling of user inputs, and unexpected failure scenarios;
App. B describes the full set of discovered bugs.

8 Related Work

Research on shell correctness: Previous work studies
shell usage in the wild [26, 109], investigating the preva-
lence and severity of shell bugs such as the ones Sash tar-
gets. Prior work also develops formal semantics for shell lan-
guages [58, 64] and type systems [116] for interprocess com-
munication in fully expanded shell pipelines. SaSh focuses on
high-performance, automated, ahead-of-time analysis of real
shell programs like the ones found in the wild—supporting
broader effects, expansion reasoning, and composition fea-
tures far beyond pipeline composition.

Filesystem modeling and effect analysis: A body of re-
search formalizes the behavior of POSIX-style filesystems, in-
cluding path-level semantics [117], local updates with global
consequences [81], and concurrency [6]. In contrast to all
that work, SaSh supports automated analysis on large and
complex shell programs—including expansion, and filesys-
tem effects through unknown variables and paths.
Rehearsal [112, 145] supports a filesystem model imple-

mented as a flat map between paths and path states. Unlike
Rehearsal, SaSh can reason about commands that can have
arbitrary side-effects over unknown paths.

Analysis of orchestration languages: Prior work has
focused on analyses of orchestration languages [74, 112, 145],
including configuration verification [112], security-oriented
taint analysis [74], and example-driven configuration repair
for commands [21] or system configurations [145]. SaSh,
instead, focuses on shell programs, supports the full set of
POSIX expansions, can reason about arbitrary inputs, and
models complex filesystem effects.
ABash [74] develops arity reasoning for command argu-

ments with some support for expansion. Contrary to ABash,
SaSh supports all common shell constructs such as condi-
tionals, loops, and pipes, models command conditions, and
reasons about filesystem effects.

Symbolic and concrete execution: Symbolic execution
is an established technique for program analysis [2, 10, 11],
with scalability improvements stemming from state merg-
ing and path selection [13, 67], constraint solving [23], and
summary-based reasoning [1]. SaSh advances these sym-
bolic execution techniques by incorporating domain-specific
insights specific to the shell.
KLEE [10] combines symbolic and concrete execution

of LLVM bytecode along with a system-call-level environ-
ment modeling. SaSh targets the POSIX semantics of shell
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programs, including composition and expansion, performs
symbolic-only execution, and allows commands to bewritten
in any language.

9 Conclusion
SaSh shows that ahead-of-time analysis of shell programs
can be implemented practically despite the shell’s dynamism
and environment interactions—successfully identifying cata-
strophic bugs before execution. SaSh identifies all but one
of the 116 unwanted behaviors in a set of real shell pro-
grams and has already uncovered previously unknown bugs
in widely used open-source systems.
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A Full Program Set
Table 4. Ground-truth evaluation summary and results. Each row first lists information about each program: a short identifier, its
source, and name for reference; a brief description of the documented bug(s) the program contains; the program’s size in lines-of-code; and
the maximum path depth at which a bug in the program manifests (↓). The right side of the table lists SaSh’s results on the programs: the
number of bugs detected over the total number of bugs (D/#B) and the number of false positives SaSh reports for the fixed program (FP); the
minimum time budget SaSh needs to fully analyze the program in seconds (𝑡 ); and which features SaSh uses to detect the bug(s) (F ) among
word expansion (E), command specifications (S), filesystem model (F), and risk-directed exploration (R).

Script name Source Bug description LoC ↓ D/#B | FP 𝑡 F
AutoTest config rename [130] Run-once for loop 11 0 1/1 | 0 0.15s E
Log redirection helper [86] Redirect to function 27 0 2/2 | 0 0.24s S
OhMyZsh update script [136] Unset variable in echo 61 3 2/2 | 0 1.28s E
DigitalOcean snapshot [129] Constant while 12 0 1/1 | 0 0.78s E R
Claude null-output redirect [56] Typo overwrites file 2 0 1/1 | 0 0.04s F
Media file conversion [127] Deletes files before mv 1 0 2/2 | 0 0.16s S F R
Move home directory [72] Moves user’s $HOME 2 0 1/1 | 0 0.03s S F
Obfuscated rm / [105] Malware deletes /home 2 0 2/2 | 0 0.06s S F
Claude home wipe [45] Claude deletes $HOME 4 0 2/2 | 0 0.09s E S R
Filesystem preparation [92] Always empty mkdir arg 20 4 2/2 | 0 3.30s E S
Claude cleanup output [103] Agent wipes $HOME 2 0 1/1 | 0 0.11s E S
Unset PATH startup [110] Unset PATH 14 0 12/12 | 0 0.21s S
Backup wipe [96] Moves files to missing dir 1 0 1/1 | 0 0.15s S F R
Accidental recursive delete [35] Wildcard rm deletes cwd 3 0 3/3 | 0 0.12s E S F R
Deleted home directory [123] Deletes /home/user 1 0 1/1 | 0 0.06s S F
Claude temp-file cleanup [42] Deletes only file copy 4 1 2/2 | 0 0.12s S F R
Domain folder creator [91] Captures mkdir output 8 1 1/1 | 0 0.12s S
System restoration script [94] Empty $1 to stuck program 15 0 2/2 | 0 0.43s S
No-preserve-root delete [36] Deletes / via extra rm arg 1 0 1/1 | 0 0.08s S F
Broken multi-file rename [104] Passes multiple sources to mv 5 0 4/4 | 0 0.17s S F R
Glob test mismatch [85] Quoted glob in file check 2 2 1/1 | 0 0.07s E S R
Directory clear accident [126] Deletes system files 1 0 2/2 | 0 0.11s S F
AIX server data gather [98] Failed mktemp to data loss 20 9 1/1 | 0 >60s E S F R
Claude Next.js cleanup [43] Deletes project cache 2 0 1/1 | 0 0.11s E S
Broken file replacement [8] Typo truncates file 3 0 1/1 | 0 0.09s F
File check [84] Unset $bar used 5 0 1/1 | 0 0.05s E
Archive extract move [34] Moves file to missing dest 11 1 1/1 | 0 0.15s E S F R
Case-only bulk rename [73] No destination mv 1 0 1/1 | 0 0.02s E S F R
Confused mkdir output [37] Assumes mkdir path output 3 0 2/2 | 0 0.07s S R
Claude build cleanup [46] Failed cd to rm -rf * 1 2 1/1 | 0 0.07s E S
ShellCheck author example [114] Hidden rm -rf / 2 0 3/3 | 0 0.16s S F R
mkdir output as path [16] Captures mkdir output 8 0 2/2 | 0 0.21s S R
Squid init script [133] Unknown rm target 139 5 4/4 | 0 >60s S R
Ubuntu backup manager [20] Bad $? check 766 10 1/1 | 0 >60s S R
Node.js version manager [138] Deletes /usr/local/* 247 8 2/2 | 0 >60s E S F R
iTunes updater [135] Deletes drive 4 1 1/1 | 0 0.13s E S
Steam updater [134] Failed cd to rm /* 450 7 1/1 | 0 >60s E S F R
NVIDIA driver installer [131] Deletes /usr 662 13 1/1 | 0 >60s S F R
ActualBudget updater [49] Uses dir after moving it 53 2 1/1 | 0 2.35s S F R
Repo archiver [44] May cd into regular file 30 8 1/1 | 0 0.47s S F R
SLURM cluster overwrite [128] Data loss from xargs mv 3 0 2/2 | 0 0.28s F
TV transcode move loop [124] Move from deleted dir 10 1 1/1 | 0 0.87s E S F R
SAS script generator [93] Generated file overwrite 7 0 2/2 | 0 0.08s E F
Hive DROP log monitor [88] File overwrite 10 2 1/1 | 0 0.45s S F
Contest winner mover [89] Renames to same file 11 0 2/2 | 0 0.42s E S F R
Backup rsync script [87] Constant if 10 0 1/1 | 0 0.12s E

Continued on next page
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Table 5 (continued)
Script name Source Bug description LoC ↓ D/#B | FP 𝑡 F
Two-file cleanup [95] Comma not in IFS 7 0 1/1 | 0 0.04s E
Directory chmod loop [90] Disabled glob 28 2 2/2 | 0 0.42s E
MongoDB backup script [137] Typo causes DB loss 15 0 18/18 | 0 0.40s E S R
Zsh installer check [48] Use missing shell 90 13 1/1 | 0 >60s S R
Git version check [51] Undefined function 90 0 1/1 | 0 7.56s S
TIB deploy script [47] Copies missing file to itself 22 2 1/1 | 0 0.39s S R
Git config check [53] Unreachable $? branch 21 0 1/1 | 0 1.75s R
Camlp5 install wrapper [55] Unset path to rm -rf / 205 0 2/2 | 0 8.94s E S R
Vim config backup script [50] Unset var used in test 38 0 1/1 | 0 >60s E
Debian debootstrap [9] Empty $2 to cwd loss 405 31 1/1 | 0 >60s E S F R
VSCode patch helper [54] File check on unset var 12 1 1/1 | 0 0.18s E
NVM install downloader [52] Unset var used for download 137 3 1/1 | 0 13.42s E
Debian debootstrap 2 [120] Deletes supplied path 602 45 0/1 | 0 >60s E S F
OpenStack log collector [82] Abort check from set -u 36 1 1/1 | 0 >60s E
Audio watermark build [125] Var self-append break 12 0 1/1 | 0 0.15s E

Total Arith. mean (∼) ∼71.8 ∼2.9 115/116 | 0 ∼14.08s 32E 44S 28F 29R

B Bugs Found in the Wild
Table 6. All bugs SaSh found in the wild two weeks before submission. Each row lists an open-source project in which SaSh identified
a bug which we then later manually confirmed and reported to the maintainers, along with the script domain, a high-level description of the
bug(s), and the number of bugs found in that project.

Project Domain Bug description #B

AFFiNE [122] Updater Dead status handling blocks version updates. 1
Base Node [3] Setup Unset-var guards abort node startup setup. 4
BashReduce [31] CLI Unquoted input broadens rm target. 2
Batocera Linux [4] Init Wrong redirection overwrites accumulated logs. 1
CS-Notes [62] Docs Undefined variables abort note-build automation. 1
Caker [38] Build Misquoted sudo rm -rf can remove wrong paths. 1
Cosmos Omnibus [79] Entrypoint Unquoted cleanup path broadens rm target. 1
Crawl4AI [19] CI Status check is dead under set -e. 1
Danghuangshang [143] Daemon Missing-command assumptions break later setup logic. 1
Dotfiles [41, 80] Setup Shell option misuse and inverted tool checks break setup and uninstall flows. 4
Edeliver [29] Deploy Broken multi-host validation blocks deployment startup. 1
Embree [106] Build Unquoted paths broaden build-script arguments. 1
FaceDetection-DSFD [121] Dataset Optional download paths break dataset setup. 1
Ghorg [40] CI Dead failure checks hide CI cloning errors. 1
Gloo Gateway [22] Uninstall Typo makes uninstaller cleanup dead code. 1
Hasor [14] Setup Unquoted directory changes break setup on whitespace paths. 1
IPinfo CLI [63] CLI Unquoted self-path and root variables broaden cleanup targets. 2
Kubernetes Test Infra [66] CI Wrong array iteration skips parts of the test matrix. 1
La Capitaine Icon Theme [108] Theme Mistyped variables break icon-theme maintenance. 1
LibreELEC [70] Updater Dead status checks hide driver update failures. 3
Moby [75] CI Unset-var flag handling breaks test selection. 2
Multigres [77] Tooling Missing arguments break tool-wrapper command construction. 1
Netdata [78] Monitoring Broken dry-run error handling hides helper failures. 1
Next.js [141] Deploy Unset-var fallback is dead under set -u. 1
OpenSC [83] Build Missing option values can trap argument parsing in a loop. 1
Openpilot [15] Setup Unset-var setup checks abort environment setup. 2
P4 Compiler [7] Build Unquoted cleanup paths broaden removal targets. 12
PgBouncer [100] Test Edge-case argument handling traps SSL tests in a loop. 1
PlantsVsZombies Fan Game [32] Build Mistyped variables break binding generation. 1

Continued on next page
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Table 7 (continued)
Project Domain Bug description #B

PyTorch [102] CI Unset-var fallback aborts environment setup. 1
RapidPro Docker [119] Uninstall Unquoted pwd broadens cleanup target. 1
Serverless [111] Installer Empty capture breaks installer branch selection. 1
SourcererCC [76] Tooling Whitespace in paths breaks shell-script orchestration. 1
SteamTools [5] Utility Unquoted paths broaden maintenance-script arguments. 1
Swiftenv [39] Setup Unquoted build cleanup broadens removal targets. 1
Tazpkg [118] Package Wrong mktemp kind makes cd fail. 1
Theme Switcher [99] Configuration Inverted tool check blocks theme update. 1
ToolSave [27] Uninstall Unquoted uninstall path broadens rm target. 1
V2M [30] Uninstall Whitespace in path broadens rm target. 1
Ventoy [140] Boot Stale state makes file checks and copy logic misfire. 2
Whishper [101] Installer Existing destination directories crash installer setup. 1
ch32-data [12] Build Unquoted paths broaden generator-script arguments. 1
vLLM [142] CI Indirect status checks make failure handling dead. 4

Total 70

C Symbolic Expansion of All Mechanisms
SaSh expands all seven expansion mechanisms of the
shell [58, 60]; this section describes the five omitted in §5.2.
Tilde expansion (~): SaSh expands ~ to the value of $HOME
in its current environment. $HOME is initialized in SaSh’s
starting state to a symbolic variable (Cf. §3.2), with a field
count of at least one. SaSh does not currently support the
less-commonly-used ~USER, though it could trivially using
the same method with distinct symbolic variables per user
mentioned.
Command substitution ($( )): SaSh expands command
substitution by interpreting the inner commands, and in-
spects which commands it encountered in doing so to deter-
mine the expansion result. If all commands it encountered
have known outputs on stdout according to their specifi-
cations (Cf. §4.1), then SaSh expands the substitution to the
concatenation of those known outputs. Otherwise, the substi-
tution expands to a fresh, unconstrained symbolic variable.

Arithmetic expansion ($(( ))): SaSh does not interpret
arithmetic expansion at all; it expands it to a fresh symbolic
variable, constrained to a field count of [1, 1] (because it
must be numeric). In general, arithmetic expansion might
mutate any variable, but SaSh does not model these possibil-
ities in line with its optimistic symbolic execution model.
Pathname expansion (globbing): SaSh expands globs into
fresh symbolic variables, constrained with a field count of at
least one—a glob such as * that matches nothing does not ex-
pand to nothing but rather expands to itself, so globs always
expand to at least one string. While pathname expansion in
the shell actually occurs after field splitting, SaSh performs
this expansion step before field splitting because it does not
query the filesystem.
Quotes and escaping: SaSh expands quoted words accord-
ing to the shell’s semantics, suppressing expansion of other
control codes as necessary, and removes outer quotes from
the final strings.
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