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Abstract

Shell scripts are pervasive, acting as the glue between com-
mands and subprocesses that are written in a variety of lan-
guages and perform complex, system-wide effects. Given the
black-box nature of these subprocesses, all work that opti-
mizes script performance until now has relied on handwritten
annotations that describe subprocess effects. In this paper we
introduce AS, a system that brings out-of-order, speculative
execution to scripts that invoke subprocesses without requir-
ing any user input or annotations about them. 4S speculatively
executes the subprocesses in the script, dynamically detecting
their effects: blocking unsafe ones, like network accesses, and
selectively commiting independent effects, like file writes,
given no conflicts. On a wide range of real-world scripts, AS
offers up to 9.3 x speedups compared to bash, and up to 7x
speedups over PaSh—all while not requiring any developer
involvement or command annotations.

1 Introduction

Shell programming is as prevalent as ever, consistently rank-
ing among the top ten programming languages and growing
in popularity more quickly than other established languages
such as C and Python [24]. Shell programs are often used
for various analytics [49, 60], bioinformatics [8, 23], and
other performance reliant applications [4, 54, 62]. This has
recently led to significant academic activity aimed at acceler-
ating shell scripts through parallelization [29, 53, 61], distri-
bution [41, 49], and other forms of scaleout [18, 34, 54]. This
academic work on the shell relies on command annotations
to optimize commands, which are either crowd-sourced or
baked into each system. Unfortunately, existing approaches
face two significant challenges: (1) annotations are restrictive,
and (2) they focus primarily on data parallelism.

Existing tools such as PaSh [29, 61] and POSH [49] only
optimize fragments of shell programs for which their com-
mand annotations fully specify the parallelizability, input or-
der, and side effects of each command. While it is plausible

to have a blessed set of annotations for GNU Coreutils or
util-linux, we cannot hope to have annotations for every
command a script might invoke. Some scripts compile and run
their own commands—it is unreasonable to assume that those
commands will be annotated! Relying on annotations signif-
icantly reduces the scope and applicability of shell tooling,
which is the main way to compose tools written in differ-
ent languages and frameworks [23, 48]. The usage of shell
to compose domain-specific programs are precisely where
existing tooling falls short.

Furthermore, existing tools are limited to order-preserving
data parallelization to avoid introducing concurrency bugs—
for example, PaSh and POSH explicitly treat composition
primitives, like ; and if, as synchronization barriers and will
not typically optimize across any control flow." However, not
all order need be preserved! A standard optimization that is
done by many modern compilers and architectures is out-
of-order execution, where code is reordered, sometimes in a
speculative way, and dependencies are dynamically tracked to
guarantee that the out-of-order execution will have the same
semantics as the original.

In this paper, we propose AS, a novel system that enables
out-of-order optimizations in the shell in a fully transparent
way: hS executes shell commands in a script speculatively
out-of-order without any developer input or annotations. In
contrast to all prior work, this enables A4S to support scripts
that compose arbitrary binaries, like bioinformatics tools. AS
achieves this: (1) by dynamically capturing an individual
command’s file-system dependencies and other effects using
system-call tracing, reordering it in the script speculatively
at runtime; and (2) by conditionally commiting or reverting
the effects of a command using lightweight sandboxing tech-
niques. hS makes three key contributions: a speculation or-
chestrator (§3), a command executor (§4), and a set of domain-
specific optimizations (§5).

Orchestrator (§3): Out-of-order execution is challenging
to apply correctly as subtle changes can alter the behavior of

PaSh does some basic pipelining on loops without carried dependencies.



the original script. The relevant soundness property is obser-
vational equivalence: the original program and the reordered
program must behave the same from the perspective of the
user. To ensure that 4S’s reordering is sound, it implements a
novel state-machine-based algorithm that tracks and respects
conflicting command dependencies. We use the Alloy [27]
model checker to ensure that our algorithm yields observation-
ally equivalent runs that are safe (no deadlocks; dependencies
are respected) and sound (speculated commands are commit-
ted in the correct, sequential order).

Executor (§4): Speculative execution requires controlling a
command’s effects on the surrounding system. AS achieves
that using a combination of process-level sandboxing and
tracing that can contain, block, and selectively defer an indi-
vidual command’s effects. If all of a commands effects are
deferrable, e.g., file writes and shell variable assignments, hS
can speculate it, containing all its reads and writes, and later
commit its effects if it doesn’t depend on other previous com-
mands. Even though commands with non-deferrable effects,
e.g., network accesses, cannot be speculated, AS still guaran-
tees correct execution by blocking their effects and executing
the commands exactly once, without speculation.

Optimizations (§5): Speculative execution can lead to re-
dundant recomputation when mis-speculating, i.e., if a de-
pendency indicates that some speculative run of a command
is invalid, we must throw away its results. To improve effi-
ciency, hS introduces a set of domain-specific optimizations
that reduce the number of mis-speculations by predicting the
starting state from which to speculate commands. First, AS rea-
sons about the shell language directly, eagerly and efficiently
evaluating pure assignments without any need to speculate.
Second, AS is optimistic, speculating each command in the
freshest, potentially uncommitted file-system state, while ea-
gerly stopping speculations that have conflicts.

hS is able to optimize the execution time of arbitrary shell
scripts without any user input or command annotations. On a
diverse set of 49 real-world shell scripts, some of which have
already been optimized to exploit command independencies
by their authors, 4S achieves a geomean 2.6 speedup (up to
9.3 x) over Bash. AS also achieves significant speedups over
the prior state of the art, PaSh [29, 61] (geomean: 2.4 X, max:
7x), while not requiring any command annotations to enable
optimizations, thus being able to support a wider variety of
scripts with custom and domain specific commands and utili-
ties. Finally, to show that our techniques are applicable more
broadly to scripts that use subprocesses, we develop a Python
frontend for AS that can optimize a restricted fragment of
Python programs that invoke subprocesses (§6). On a set of 5
real-world Pythons programs A4S manages to achieve speedups
of up to 8.4 over standard Python execution.

Availability: We will open-source AS once the paper is ac-
cepted for publication.

SAMPLES="ERR1233.1 ERR2445.1 ERR37
# (1) Sanitize FASTQ file hea
for SM in $SAMPLES; do
fastg-sanitize-header --input $SM |
gzip > $SM/1l.sanitize.fastq.gz # (b)
done

# (2) Genome al nts
for SM in $SAMPLES; do

# Alignment to transcriptome and genome
minimap2 -ax splice -t 6 ... $SM/l.sanitize.fastq.gz |
samtools sort -o $SM/Genome.sorted.bam - # (c)
minimap2 -ax map-ont -t 6 ... $SM/noribo.fastq.gz |
samtools sort -o $SM/Transcriptome.sorted.bam - # (d)
done
# (3) Index genome ali nt and convert to te
./prep_db.sh $dbdir/sqlite.db # (e)
for SM in $SAMPLES; do
dbdir=$SAMPLE_DIR/$SM # (f)

samtools index $SM/Genome.sorted.bam # (9)
samtools view $SM/Genome.sorted.bam |

sam_to_sqlite --db $dbdir/sqglite.db --table genome # (h)
for Tr criptome.sorted.bam

Figure 1: The core of a bioinformatics script for RNA se-
quence processing [23].

2 Speeding Up Everyday Data Processing

We first explain how AS speeds-up shell scripts using an ex-
ample: a bioinformatics script that processes RNA sequenc-
ing data from mouse samples, taken from the TERA-Seq
toolkit [23] (Fig. 1). The script preprocesses genomics data
(1), aligns RNA samples to reference genomes or transcrip-
tomes (2), and conducts post-alignment analysis (3).

The script leaves a lot of performance on the table by not
taking advantage of various optimization opportunities. First,
each sample could be processed independently: for example,
alignment’s (2) two steps (c, d) are independent and can be
performed in parallel. Additionally, some processing could
start earlier: the script starts building the SQLite databases
(3) only after all alignments complete (c, d), even though it
would be safe to start building the database for a sample (g,
h) as soon as that sample is aligned.

Optimization Challenges: Identifying independent execu-
tion optimization opportunities in shell programs is not trivial.
One must accurately understand each command’s behavior
and the implicit data dependencies between commands. Indi-
vidual shell commands are black boxes, written in arbitrary
languages, sometimes with unavailable or inscrutable source
code. Often, commands have implicit dependencies; for ex-
ample, samtools index generates an index file that is not
mentioned in its arguments, but whose name is based on the
input file’s name. Even if programmers know all commands’
dependencies, independent execution has to be embedded in
the script logic, a process that is tedious, error-prone, and
complicates development and maintenance.

The state-of-the-art tools for parallelization of shell
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Figure 2: High-level architecture of AS.

scripts, PaSh [29] and POSH [49], cannot exploit these
opportunities—neither offers any benefits on this script
(PaSh takes 7918s vs Bash’s 7914s). Neither tool can rea-
son about or optimize invocations to domain-specific tools
like fastg-sanitize-header,minimap2, and samtools as
there are no annotations to characterize their behavior.

2.1 Overview of hS

To understand how AS is able to correctly and effectively
optimize scripts, we overview the system architecture (Fig. 2)
in the context of a single iteration of a fragment of the analysis
stage of the bioinformatics script (Fig. 1 (3)). Before any
iterations, the analysis stage runs . /prep_db.sh (e). Then, for
each iteration’s sample, it will index that sample’s alignment
(9) and generate a SQLite database for that sample (h).

Preprocessing: £S uses script rewriting [29] to transform the
input script to two separate objects, a program skeleton and a
command control-flow graph (CCFG). The program skeleton
is run by the real shell interpreter, and the CCFG is managed
by hS’s orchestrator. The program skeleton has the same
structure as the original script, but with individual commands
((e), (9), and (h) in the analysis stage) replaced with stubs
that communicate with AS’s orchestrator. The CCFG is an
abstraction of the script that tracks commands and how they
relate with respect to control flow. In our example, the CCFG
(Fig. 1 (top left)) puts (e) first, followed by a loop that contains
sequences (g) and (h). Note that commands in loops can be
mapped to more than one command invocation in the concrete
execution—one for each loop iteration.

Command Control Flow Graph (§3 Orchestrator): hS’s
orchestrator is a server that responds to execution requests
from the hooks in program skeleton. The orchestrator man-
ages the CCFG to decide which commands to execute (possi-
bly speculatively). Sequential execution would run the next
command in the CCFG once the prior command completes;
hS’s orchestrator speculates by executing command instances
further ahead in the CCFG.

Command dependencies and effects (§4 Executor): In-
stead of running each command in order, 4S’s orchestrator
speculatively executes subsequent commands (like (g) and
(h)) earlier than in sequential execution. Correct execution
depends on only committing the results of commands unaf-

fected by out-of-order execution. The orchestrator commits
the effects of speculative executions if previous commands
did not affect their execution—i.e., if the speculated com-
mands didn’t depend on effects of prior commands. AS is
able to speculatively execute commands without jeopardizing
execution correctness by tracking each command’s depen-
dencies—i.e., what it reads from—and by containing and
deferring its effects—i.e., what it writes to. hS does that us-
ing its executor (§4), which tracks dependencies and effects
on two types of state: (i) the shell state (incl. environment
variables and shell configuration), and (ii) the file system
state (incl. files, terminals, and file descriptors). The executor
identifies command dependencies in a completely black-box
manner using system call tracing (§4.1) and contains effects
using lightweight sandbox techniques, namely OverlayFS and
namespaces (§4.2). While AS is able to optimize the execu-
tion of commands with effects that are deferrable, e.g., file
writes and shell variable assignments, it guarantees correct
execution even in the presence of non-deferrable effects, e.g.,
network accesses—when a command performs such an effect,
hS blocks it and marks the command as unsafe for speculation,
later issuing it for normal execution.

2.2 Speeding up the Script

We will now walk through an execution of S on a fragment
of the RNA processing script (Fig. 1(3)). Figure 3 shows
a sequence of exexecution snapshots and the timeline. Exe-
cution starts with snapshot 0, where (e) is issued for normal
execution while (g and h) are issued for speculative execution.

Execution snapshot 1: For this example, we assume
that building the index (g) completes before the database
preparation (e) (Fig. 3, Snapshot 1). When a command
completes execution, the executor passes the command’s
traced dependencies and contained effects to the or-
chestrator. Here, (g)’s dependencies are the files that it
read from, including $SM/Genome.sorted.bam, and its ef-
fects are that it generates the index file (abbrevatied
to i in Fig. 3) in either $SM/Genome.sorted.bam.bai or
$SM/Genome . sorted.bam.csi. Note that these files aren’t ex-
plicitly referenced in the command arguments, but implicitly
chosen by samtools index—which one is chosen depends on
the size of the input genome.

Execution snapshot 2: In the meantime, the samtools view
command (h) has been speculatively executing in a state that
does not include the indices generated by (g). At some point,
hS will observe a system call by (h) that tries to read these in-
dices and fails, since its computation implicitly relies on them.
Upon discovering this dependency between (g) and (h)—(g)
writes a file that (h) reads—the orchestrator determines that
(h) has been mis-speculated, since (h) would only run after
(9) in a sequential execution, but A4S has run it earlier. The
orchestrator then drops the effects of (h), and re-speculates it
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Figure 3: Example AS execution on fragment (3) (Fig. 1). Top left: Command control flow graph and execution timeline. Bottom
left: Legends. Right: Each snapshot represents the state of the orchestrator (§3) at a point in the execution timeline.

on top of the (as yet uncommitted) effects generated by g.

Execution snapshot 3: After the database preparation com-
pletes (e), the orchestrator can immediately commit the results
of (e) to the live system—i(e) was the first command, so there
can be no mis-speculation or dependency violations. Even so,
(e)’s effects are still recorded for later reasoning.

Execution snapshots 4 and 5: The effects of (¢) include
writes to $dbdir/sqlite.db, meaning that (h) will need to be
re-speculated once more—the second command in its pipeline
reads from $dbdir/sqlite.db. The orchestrator observes that
(e) and (g) are completely independent, and it can imme-
diately commit the speculated results of index building (g)
(Fig. 3, Snapshot 4). Since every prior command has commit-
ted when (h)’s third execution completes, the orchestrator can
directly commit (h) when it completes (Fig. 3, Snapshot 5).

Pure assignments (§5.1): Note that the assignment (f) be-
tween (e) and (g) is not part of the CCFG. While assign-
ments can have dependencies (globbing) or external effects
(e.g., command substitutions $(...)), many of them do
not. AS identifies assignments without effects—i.e., pure
assignments—and simply includes them in the starting spec-
ulation state of all following commands. This optimization
significantly reduces CCFG size and speculation overhead.

Zooming out: Having examined a single iteration of the
for loop, we now consider the entirety of the post-processing
stage (Fig. 1(3)). Again, we assume that (g) completes before
(e). hS uses a configurable speculation window to limit how
many commands can be speculated at any time. For example,
with a speculation window of two, we will have three com-
mands in execution: (e) executing directly, and (g) and (h)
in speculation. When (e) commiits, a slot in the speculation
window opens up and the orchestrator continues speculation
following the would-be sequential execution of the program,
by speculating (g) in the next iteration of the loop, even though
the prior iteration has not completed.

Dependency-aware speculation (§5.2): When two com-
mands in speculation have recorded dependencies, such as
(9) and (h), they should not be speculated starting from the
same state. AS avoids such mis-speculations by employing a
dependency-aware speculation strategy (§5.2): we only start
commands speculation after all the (discovered) dependencies
finish, and we create a speculative starting state that combines
the effects of all previously speculated commands.

Summary: Through speculative execution and the aforemen-
tioned optimizations, iS optimizes shell programs by execut-
ing independent script segments out-of-order, trying to take
advantage of the latent parallelization opportunities. In our
example script, AS achieves a 4.5x speedup over sequential
execution using Bash (§7).

3 Orchestrator

The orchestrator (Figure 2, middle) manages speculation by
keeping track of the command control-flow graph (CCFG)
and all command instances in the script. The orchestrator uses
the CCFG to look ahead and speculate commands, such that
it can return pre-computed results to the program skeleton,
achieving effective parallelization. At the same time, it keeps
track of commands with unsafe behavior and dependencies
across command instances to make sure that they are executed
and committed in a safe order. In this section we describe the
orchestration algorithm, which uses a state machine (Figure 4)
to track the execution state of each command instance.

3.1 Orchestration Algorithm

The orchestrator manages two data structures: the command
control-flow graph (Fig. 3, top left) and the set of command in-
stances (Fig. 3, snapshots). The command control-flow graph
is generated from the source program, relating each command
back to its position in the program skeleton. Each command
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instance corresponds to a command invocation that has hap-
pened in the script. Note that the presence of loops means
a single command in the command control-flow graph may
have several command instances in the set, one per iteration.
A command instance keeps track of: (1) the command’s cur-
rent speculation state (§3.1); (2) the results of speculation, if
any; and (3) the command’s read and write sets.

State machine without speculation (®, @, @): Each
command instance is associated with a command state (Fig. 4).
To explain command states, we start by considering a sequen-
tial orchestrator that doesn’t speculate but simply executes a
command instance whenever the program skeleton requests
its execution. At first, every command in is ®, the ‘ready’
state. When execution begins, the program skeleton requests
the execution of the first command in the script. The orches-
trator then sends the first command to the executor, marking
it as @, the ‘direct-execution’ state. When the first command
terminates, the orchestrator commits its saved results, moving
the command to @, the ‘committed’ state, responding to the
skeleton that it is done. As the program skeleton continues, it
makes another execution request—this time, for the second
command. The orchestrator executes it, running it in the most
recent state, i.e., the state after the first command has commit-
ted, and then commits the results, at which point the skeleton
requests the execution of another command until all of them
are done executing in the correct, original, sequential order.

Unsafe commands (@): Some commands—shell control-
flow utilities, like break, or commands with non-deferrable
effects, like network accesses—cannot be speculated and need
to be run exactly once by the program skeleton. The orchestra-
tor dynamically detects such commands (§4) and moves them
to @, the ‘unsafe’ state. When a command C is determined
to be unsafe, the orchestrator waits until the program skeleton
requests the execution of C, at which point it informs it to ex-
ecute the command itself, in the context of the original script.
Upon receiving the next execution request, the orchestrator
will move the @ node into @, indicating the command has
been executed and its effects are globally visible.

Speculative states (@, @): Having understood a sequen-
tial orchestrator, we now introduce speculation and the remain-
ing states. A speculating orchestrator finds the next command

in the CCFG in the ® state, sends it for speculative execu-
tion (§4), and transitions it to @, the ‘speculatively executing’
state. An instance in B can make one of three transitions:
it can complete its execution, in which case the orchestrator
records the result and moves it to @, ‘speculation finished’; it
can be marked as unsafe and transition to @; or, the program
skeleton can send a request for this instance after speculation
has started. When the skeleton sends a request for a command
in @ or @, the execution takes a different path depending
on whether the speculation starting state is equivalent to the
current, real system state or not.

System states and compatibility: Before describing the
two paths, we describe what system states are. The system
state contains two components: (1) the shell state (incl. shell
variables, functions, etc.), and (2) the filesystem state (incl. all
files, directories, metadata, ezc.). The shell state a set of key-
value pairs [17, 29] and so comparing two of them amounts
to checking for differences point-wise. Comparing filesystem
state involves two challenges: (1) representing and storing the
entire contents of the filesystem is not efficient, and (2) even
though there might exist a difference between two states, it
might not be relevant for the command instance in question.

File system states as write sets: To address the first chal-
lenge, hS represents the FS state as the effects of a com-
mand on the file system, namely only the values of the files
in its write set (instead of the FS complete contents). For
example, the resulting file system state for the command
echo "hello" >fl.txt only contains the value of file £1.txt.
hS manages to get such a fine-grained representation of the
file system state through its executor (§4).

State equivalence: For the second challenge, consider script
echo "hello" >fl.txt; touch f2.txt.Even though the out-
put filesystem states after executing these two commands
differ—the former has an updated £1.txt and the latter read
£2.txt—there is no dependency between them. To address
this, the orchestrator keeps track of all commands reads and
writes through the executor (§4) and continuously checks
if there are any dependencies. Suppose we are executing a
two-command program where the second command reads
the results of the first, e.g., echo "hi" >fl.txt; cat fl.txt.
If we speculatively start executing both programs in the ini-
tial filesystem state, cat will not see the final correct state
of £1.txt. When the orchestrator discovers that echo writes
to f1.txt and cat reads from f1.txt, the dependency is
recorded and the orchestrator cancels cat’s speculative execu-

tion (SB or §B), and moves it back to ®

Handling conflicts during speculation: When the orches-
trator receives a request for a command instance in §B or §B,
it checks if the starting speculation state conflicts with the
current real-system state, given the command instance’s de-
pendencies. If there is a state conflict, we have mis-speculated
and the command instance needs to transition back to ® If



the states are compatible, we can commit the results of the
command instance. An instance in @ will transition to (E)
and keep executing until it hits @; an instance in @ can be
committed immediately, transitioning to @ directly.

Avoiding speculation across @ commands: AS does not
generate tracing directly in program skeletons (§4.1), so it
is impossible to determine the write sets of @ commands.
To ensure that execution is correct, every execution of a @
command invalidates all later command speculations, transi-
tioning them back to the ® state.

Orchestrator correctness: We built a model of the orches-
trator’s core logic in Alloy [27], and we used its bounded
model checking capabilities to check several key properties:
(1) the orchestrator eventually terminates (no deadlocks);
(2) file system dependencies are respected, i.e., a command
will be rerun if a command preceding it writes to a file it reads
from; and (3) the final command commit order is equivalent to
the sequential execution order. The checks are performed over
a bounded model with a finite number of files and commands,
under the assumption that all commands eventually terminate
with arbitrary read/write dependencies.

Speculation policy: A4S uses a configurable speculation win-
dow to limit the amount of speculation. When the window
is full, i.e., the number of commands in the @ or @ state
are equal to the window size, the orchestrator cannot issue
new command instances for speculative execution. Finally,
there are points where AS has to pick between more than
one command instance to speculate next, e.g., branches of
a conditional—a problem akin to branch prediction. This
choice does not affect correctness, but it affects performance.
hS currently has a fixed policy for these predictions, e.g., loops
will keep iterating and conditionals will take the else branch,
and we leave a better policy as future work.

4 Executor

The executor’s main goal is to identify, contain, and when
possible defer effects that commands make to the surrounding
state to enable speculation. Before we describe the two key
orchestrator components, tracing and sandboxing, we describe
which events can be deferred and which can only be blocked.

Deferrable: These effects can be identified by the executor,
contained, and deferred to enable speculative execution. These
effects include shell state changes (i.e., variables, current
working directory, shell options, and open file descriptors), as
well as changes to regular files, directories, and a small set of
pseudo-files without state (e.g., /dev/null).

Non-deferrable: These effects cannot be deferred, but can
be detected and blocked, allowing the orchestrator to mark
the culprit command as unsafe for speculation and execute
it normally without speculation—the rest of the commands

can still be safely executed as described in Section 3.1. These
effects include network interactions, IPC, and signals.

4.1 Tracing

hS’s executor traces system calls to detect all effects. For
deferrable effects it traces all path-related system calls and re-
turns a list of paths that the command reads from and writes to.
This information is then used by the orchestrator to determine
the file-system dependencies. To improve efficiency, S does
not trace all read and write calls, but considers a file to be ac-
cessed the moment it is acquired, i.e., when its path is passed
as a parameter to system calls like open, and rename. hS uses
seccomp-BPF for strace [39] to avoid context switching on
untraced system calls.

Path dependencies: /S determines read and write depen-
dencies over paths and not files. For example, an ENOENT (no
such file) error on a stat system call counts as a read to the
path even though it didn’t read any file. This is because if
any previous command creates a file in that path, the result of
stat will change, affecting the command.

Parent directories: Parent directories require special han-
dling due to the way modifications affect their children. More
specifically, a write effect (e.g., rename) at the parent direc-
tory may alter the child paths without specifically targeting
them. Therefore, the tracer treats any effect on a path as read
effects on all its parent directories as well, such that the read-
write conflict can correctly capture this indirect influence.

Symbolic links: Special care needs to be taken when trac-
ing the creation and use of symbolic links. A symbolic link
involves two paths: a link path and a target path. The creation
of a symbolic link (symlink, symlinkat) is not affected by
the file-system state at the target path. Therefore, although the
target path is an argument to the system call, it does not count
as either read or write to the path. The use of symbolic links,
on the other hand, should be treated as reading the link path
in addition to the effect on the target path. This is because
changing to the link path will lead to changes in the outcome
of the system call (i.e., opening a different file).

4.2 Sandboxing

hS’s sandbox supports two types of deferrable effects: file-
system effects and shell-state effects. It handles file-system
effects with OverlayFS [7], creating a private view of the file
system and storing side effects into separate directories. The
shell-internal states are handled by creating a separate shell
process and running additional setup and recording utilities at
the start and end of the command. Non-deferrable effects are
blocked using Linux namespaces [37]; after they are detected
with tracing, AS marks such commands as unsafe.

Shell state handling: The shell state includes the (1) cur-
rent directory, (2) variable and function definitions, (3) shell



options, (4) active trap handlers, and (5) opened file descrip-
tors. The executor needs to correctly set up these components
when executing any command instance. At the beginning of
each runtime hook invocation in the program skeleton, the
shell state is recorded, and sent to the orchestrator, which then
passes it to the executor. After a command instance finishes
execution, the shell state is recorded and sent back to the pro-
gram skeleton, which then applies the new shell state at the
end of the runtime hook invocation.

File system effects: OverlayFS is a union file system that
stacks one or more lower layers (i.e., ‘lowerdirs’) and an
upper layer (i.e., ‘upperdir’) into a single, merged view. Over-
layFS searches for a path starting from the highest layer, mean-
ing that each higher layer shadows lower ones by adding or
removing files from them A4S isolates commands by setting
their root directory to be OverlayFS’s merged view using
unshare [40]. The upperdir records all file-system writes in
the sandbox and isolates them from the surrounding system.
To commit a write, AS traverses the upperdir and copies the
changes back to the real file system. A subtle challenge that hS
needs to address is that OverlayFS disallows any pre-existing
mount point that cannot be unmounted by the current user to
be part of a lowerdir [28]. AS addresses this issue by using
mergerfs [1] to shadow these mount points.

Challenge: file descriptors: A challenge that AS needs to ad-
dress is tracking changes to open file descriptors, i.e., stdin,
stdout, stderr, and other files opened with the exec com-
mand. This differs from the individual command’s output
redirections, which are already handled by the sandbox’s over-
lay. These file descriptors are opened for the shell program
itself, and usually stay opened until the entire program exits.
Capturing and controlling the state of file descriptor for every
kind of file is beyond the scope of this work, especially those
that interact with users or devices. A4S supports file descrip-
tors if they are sequentially read from or written to. When
recording the state of the file descriptors, A4S reads from /proc
to determine the file descriptor’s permission, file path, and
current offset. For stdin and read-only file descriptors, AS
re-opens the corresponding files and uses lseek to set the
correct offset. For stdout, stderr, and write-only file de-
scriptors, iS opens a new empty file for each to record the
written content. When committing, AS appends the newly
written content to the corresponding opened files. Since all
the files are re-opened inside the overlay in a separate process,
their effects are also isolated from the rest of the system.

If two file descriptors are aliases of each other (e.g., the
shell program is run with 2>&1), their write effects should not
be recorded separately; otherwise the intended interleaving of
output will be broken. In such cases, hS detects aliasing of file
descriptors with the kcmp system call, and sets up the aliasing
inside the sandbox with proper exec redirection, instead of
opening separate record files.

Blockable effects: /1S uses namespaces and unshare to

disallow all blockable effects. Linux namespaces [37] are de-
signed to isolate any globally visible state changes introduced
by a process. Under a non-malicious setting it is reasonable to
assume that no unintended effects escape their namespace. AS
sets up fresh network, pid, and user namespaces so speculated
processes cannot interfere with the outside world through
network, signals, and other process control features provided
by the operating system. The /proc filesystem and a limited
set of /dev devices are remounted within the namespace to
avoid exposing control to other processes or devices.

5 Improving Speculation Efficiency

A key challenge that needs to be addressed by AS is manag-
ing mis-speculation. To address that, 4S deploys two opti-
mization techniques, pure assignment evaluation (§5.1) and
dependency-aware speculation scheduling (§5.2).

5.1 Pure Assignment Evaluation

hS treats any difference in shell state as a conflict, meaning
that all shell state changes invalidate all speculated @ and
@ commands. This leads to significant wasted resources,
especially in programs with multiple variable assignments.

To address this challenge, and avoid re-executing com-
mands unnecessarily, A4S identifies and evaluates pure assign-
ments on the starting shell state. Pure assignments are just
variable assignments where the right-hand side does not per-
form side effects, e.g., (f) in Fig. 1. The insight that AS
exploits is that pure assignments do not need to be specu-
lated at all, they can simply be run. Furthermore, they can be
identified using a simple syntactic pass, ahead of time, during
preprocessing. By evaluating pure assignments, the specu-
lator both reduces the number of failed speculations (since
the starting shell state of commands is computed correctly),
and increases the number of speculated commands that take
more time to execute (since pure assignments are no longer
considered candidates for speculation).

5.2 Dependency-aware Speculation

To maximize the possibility of correct speculation and min-
imize resources spent on mis-speculation, we deploy a two-
part strategy to make smart speculation decisions about file-
system states in AS.

Eager conflict detection and timely restart: Instead of re-
ceiving the read-write sets of a command instance after it has
completed execution, AS consumes tracing information (§4.1)
in a streaming fashion, continuously checking for file-system
conflict between executing and speculating commands. When-
ever such conflict is discovered, the target command, which
is always in @ or @ state, will be stopped, and reset into
® state. On top of that, such dependency is recorded by AS.



Whenever a command finishes speculation, A4S looks up the
recorded dependencies, and restarts any commands that have
a dependency to the finished one. At this point the following
strategy comes into effect.

Opportunistic speculation chaining: Since conflicted spec-
ulations are reset to ® state eagerly, preceding commands
that are able to stay in @ state are more likely to be commit-
ted. Therefore it is beneficial to take their state changes into
consideration when launching new speculation. More specifi-
cally, suppose a command C;’s only file-system dependency
is another command Cj, which just finished speculation. In-
stead of starting from the current file-system state S, hS starts
new speculations on a “predicted” state that contains the ef-
fects of Cj. In the case that C; is successfully committed,
C,’s speculation will not have conflict with the new real file-
system state, which will be equivalent to its starting state. In
the general case, AS chains all preceding uncommitted effects
in @ states into the starting states of new speculations. AS
implements this state chaining, by layering multiple lower
directories into the overlay 4.2, allowing commands to run on
an environment with the freshest file-system state available to
hS, without it yet being committed in the underlying system.

6 Implementation

The AS implementation comprises 2.4k lines of Python for the
preprocessor, orchestrator, executor, 478 lines of shell code
for the sandboxing and wrappers, and 285 lines of Alloy for
the orchestrator model (§3.1).

Python frontend: We also develop a Python frontend for
hS, targeting Python programs that invoke subprocesses, e.g.,
using subprocess.run, to implement their functionality. The
frontend is the only thing that changes to support Python,
and the orchestrator (§3) and executor (§4) can be used as
is. The frontend is not meant to be comprehensive and is
currently only able to optimize a limited fragment of Python
applications for which (1) the subprocess calls can be eas-
ily extracted, i.e., they can be syntactically identified in the
program execution, and (2) the subprocess arguments can
be easily computed without any side-effects. The frontend
currently assumes that a Python program does not include any
control flow that effect which external commands run besides
for loops, that all the functionality happens in a single main
function, and that all file system effects go through an exter-
nal command rather than builtin functions like sys.write.
Supporting the optimization of arbitrary Python applications
goes beyond the scope of this paper and would require signif-
icant improvements on Python program analysis that are not
possible with the current state-of-the-art. The implementation
of the Python frontend consists of an additional 547 lines for
a Python-specific preprocessor and runtime.

Table 1: Summary of all benchmarks used to evaluate AS,
showing the number of scripts, lines of code, input size, exe-
cution time with bash, and source.

Bench. Set Scripts LoC Input Exec. Time Source
1 TERA-Seq 9 2k 177G 25m-8h [23]
2 Genomics 1 22 97G 1.3h [8]
3 Sklearn 1 102 088G 7m [4]
4  DGSH 10 308 14G <l1s-40m [54]
5 NLP 23 204 78G 10s-20m [9]
6 NOAA 1 20 80G 40m [62]
7 Unix50 1 58 23G 40s [45]
8 COVID-mts 1 49 14G 6m [60]
9 LogAnalysis 1 25 3G 17m [49]
10  Weblndex 1 67 8G 6m [61]
11 ubenchmarks 3 82 — — custom

7 Evaluation

To evaluate AS, we have collected a wide variety of shell
scripts from the wild (§7.1), on which we run experiments
highlighting various dimensions of AS’s performance and
correctness. We examine AS’s overall performance (§7.2), by
comparing it to Bash and PaSh [29, 61] on all the scripts in our
suite. We also measure the amount of redundant resource us-
age of S due to mis-speculations (§7.3). We then evaluate the
overheads of hS’s executor using various benchmarks (§7.4),
as well as its performance under varying window sizes (§7.5).
Finally, we evaluate the performance of 4S’s Python fron-
tend comparing it to standard Python execution on a set of
real-world Python programs (§7.6).

Setup: All experiments were conducted on CloudLab [13]
r6525 machines equipped with two 32-core AMD EPYC
7543 CPUs running at 2.8GHz with 256GB of DDR4 RAM,
and NVMe SSD storage. The OS was Ubuntu 22.04.2 LTS
was kernel version 5.15.0-122-generic, Bash version 5.1.16,
PaSh version 0.12.2, and Python version 3.10.12. Docker
(27.3.1) was used for the experimental environment. AS is
configured with a speculation window of 30 unless noted
otherwise, and PaSh is configured with width of 30.

7.1 Benchmarks

For our evaluation we have collected a variety of real-world
scripts from the wild (Table 1).

TERA-Seq [23] consists of real-world workflows for RNA
sequencing that use domain-specific tools and are applied to
a multi-GB dataset. These applications run for multiple hours
and are on the critical path of bioinformatics research so the
authors have already optimized them using & and wait to
exploit command independence and parallelization.

Genomics [8] is a single script that processes 97GB of
NGS data, producing chromosome-specific, indexed BAM
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Figure 5: hS performance. AS and PaSh speedup over Bash for Tab. | rows 1-10.

files, making use of nested loops to iterate across samples.

Sklearn [4] runs a regression model on the kdd99 [56]
datasets using custom commands that wrap Scikit-Learn [47].

DGSH [54] contains a collection of shell scripts for text
processing, compression, code metrics, log analysis, and git
repository analysis. We transliterate the original scripts from
the dgsh-dialect to be POSIX-compliant.

NLP [9] contains 23 shell scripts from UNIX-for-poets
that perform various text processing tasks using UNIX and
Linux utilities. Their input is a set of 120 books amplified to
100x their original size.

NOAA [62] processes multi-year temperature data across
the US during the 2000s, consisting of more than 100k com-
pressed files with up to S00MB size. We replace instances of
iterations using seq and xargs with equivalent for loops.

Unix50 [45] includes classic and recent (circa 2019) scripts
making heavy use of UNIX and Linux built-in commands.
We evaluate AS on a cumulative script that contains all 36
scripts together on an input of 21GB.

COVID-mts [60] analyzes public transit data during the
COVID-19 pandemic, consisting of five pipelines that process
10GB of input data (originally 3.4GB) using UNIX and Linux
utilities. We combine the five pipelines into a single script.

LogAnalysis [49] analyzes 2.8GB of web server logs from
the World Cup *98 website [2] over a period of 53 days. We
extended the original pipeline [49] to handle compressed data
and to process multiple log files.

Weblndex [61] is a large, multi-stage script for crawling
and indexing Wikipedia. The script uses various utilities like
pandoc [33] and awk to convert HTML to text and extract
metrics. We evaluate the script on a fraction of the original
input (7280 files, out of approximately 1.5 million).

7.2 Overall Performance and Correctness

Results (Fig. 5): We evaluate AS compared to Bash and PaSh
on the 10 benchmark sets, totaling 49 shell scripts and 2.9k
LOC. We don’t run TERA-Seq with PaSh since most take
hours to execute and all their commands are custom bioin-
formatics utilities for which PaSh does not have annotations
and therefore cannot provide any speedup. Each bar shows

the speedup of AS and PaSh over bash. Across all bench-
mark sets, 4S achieves a ggomean speedup of 2.6 x over Bash,
(min: 0.14x, max: 9.3x). Across all benchmarks other than
TERA-Seq, PaSh achieves a geomean speedup of 1.2x (min:
0.2x, max: 10.8x). hS slows down 7 scripts compared to
bash (DGSH 3, 4, 6,9, 10, NLP 9, Weblndex), out of which 5
take less than 10 seconds to execute with Bash (DGSH 3, 4, 9,
10, NLP 9). AS is slower than PaSh for only 4 scripts that more
than 10 seconds to execute (DGSH 5, 6, 8, and WeblIndex).
For all runs we check that 4S’s output and exit status are the
same as Bash and PaSh.

Discussion: A4S improves execution time on most scripts
compared to Bash and PaSh, without any static knowledge
about commands and without any input from the user. Impor-
tantly, £S manages to improve the performance of 7 out of 9
TERA-Seq scripts (geomean: 1.5x, max: 3.5x) even though
their developers had already attempted to optimize them by
uncovering parallelization and out-of-order execution oppor-
tunities using &. This shows that AS can be useful even for
scripts that have already been optimized to exploit command
independence. The scripts that 4S slows down compared to
Bash or PaSh either (1) have a short sequential running time
below 10s and therefore hS’s overheads dominate execution
time (DGSH 3, 4, 9, 10, NLP 9), (2) perform many file ac-
cesses (Weblndex) (details in §7.4.2), or (3) exhibit strict
dependencies across commands and pipelines (DGSH 5, 6, 8).
For example, the DGSH 5 script performs a fully-dependent
workflow, it finds words in a document (tokenizing, sorting,
and removing duplicates) and then spellchecks them against a
dictionary, leaving no room for out-of-order execution and so
hS performs similarly to Bash (522s vs 523s, respectively). In
contrast, PaSh manages to accelerate this script by leveraging
its command annotations to exploit data parallelism in the
same document, which is not in AS’s scope. AS manages to
accelerate scripts by exploiting available command invocation
independence (across commands that read from or write to
different files), for example in Genomics it manages to exploit
the fact that different chromosomes can be processed indepen-
dently. A4S achieves that without any static knowledge about
the commands in a script, and therefore can also accelerate
scripts with domain-specific tools that PaSh cannot optimize.
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Figure 6: Left: Rate of mis-speculation. Percentage of how
much execution time AS spends on reexecutions. Right: Frag-
ment (100-450s) of Genomics execution in AS. Each row
represents a command being executed, different blue regions
are different iterations of a loop.

7.3 Mis-speculation Statistics

We evaluate the amount of redundant resources that A4S uses
when it mis-speculates a command instance and then has to
reexecute it. We measure the time spent on a command by
recording the start and end time of each command instance
(speculative) execution, then compute the time spent on mis-
speculations over the total execution time of all commands.
Note that the measured time is not equivalent to CPU time,
since a command might have internal parallelization and po-
tential resource contention with other commands.

Results (Fig. 6, left) and Discussion: Wasted execution time
due to mis-speculation ranges from 0-39%, with an average
of 17% across all scripts. Some scripts (Unix50, COVID-mts,
NLP) have minimal dependencies and therefore observe min-
imal mis-speculation. Some scripts (TERA-Seq, NOAA, We-
bIndex) have dependencies but mis-speculations can be deter-
mined quickly due to eager dependency detection (§5.2), lead-
ing to a small amount of wasted execution time 0.1-8%. Fi-
nally, some scripts (Genomics, DGSH, LogAnalysis, Sklearn)
have dependencies that can only be determined after spending
significant time executing their commands, leading to more
wasted execution time 19-39%. Sklearn and LogAnalysis
both lead to significant mis-speculation because they intro-
duces file-system writes at the end of some of their commands,
preventing A4S from detecting conflicts earlier.

Zooming in (Fig. 6, right): We show a trace from a Ge-
nomics execution with 4S. After a quick setup, the script
enters a loop, where iterations are independent, but for each
iteration the first command is a dependency for all the rest. As
the figure shows, subsequent commands in each iteration start
as mis-speculation at first, but are quickly terminated since hS
can eagerly detect dependencies (§5.2) A4S only reschedules
these commands after the first command finishes. All in all,
hS is able to speed up this script by 2.9 x while only wasting
8% of its total execution time in mis-speculations.
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Figure 7: hS overheads on two I/O-heavy workloads.

7.4 Executor Overheads

We evaluate the executor’s overheads using our benchmark
suite and various microbenchmarks.

Constant overheads: We evaluate the constant overheads
of hS’s executor (incl. sandboxing, tracing, and parsing) by
executing 1024 echo commands with and without sandboxing.
On average hS’s executor adds an overhead of 217ms per
command, out of which 120ms is from sandboxing, a modest
overhead considering that it focuses on optimizing programs
with long executing commands.

7.4.1 hS overheads

We evaluate the overall overheads of 4S’s tracing, sandboxing,
and orchestration by executing 8 benchmark sets (Tab. 1, rows
2-9) with speculation window 0, meaning that AS executes
one command at a time.

Results (side table) and Discussion: Overheads of AS
compared to Bash range from 2.4% to 49.0%, with an
average of 23% across all scripts.

Benchmark  Overhead  §ome benchmarks like Unix30,
Genomics 5.5% and LogAnalysis have high over-
Sklearn 2.4% heads because they execute a
DGSH 7.7% large number of short commands,
NLP 18.1%  which are more expensive to
NOAA 49.0% sandbox. Tracing and sandbox-
Unix50 31.8% ing introduce higher overheads
COVID_mt,S 3.0% for I/O intensive workloads (e.g.,
LogAnalysis 34.0%

NOAA) and lower overheads for
CPU-intensive ones (Sklearn and COVID-mts).

7.4.2 1/0O-heavy overheads

We evaluate AS on two artificial, I/O-heavy workloads to
stress test its overheads: one workload writes a large file
using dd [35], and the other creates a large number of small
files.

Results (Fig. 7): For a large output file, 4S’s performance is
3.2-3.4x slower than Bash, most of which comes from sand-
boxing (3.0-3.4x), while tracing and parsing add negligible
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overhead. For many small files, 4S’s performance is 6.2—7.2x
slower than Bash, with tracing causes 310% overhead, while
parsing and sandboxing incur smaller part of the overhead
120-130% and 140-200%, respectively. AS’s running time is
slightly faster than the sandboxing time because tracing and
parsing are pipelined.

Discussion: A4S can incur substantial overheads on I/O-heavy
workloads, both with the increasing size of written output, as
well as the increasing number of accessed files. These are due
to (1) the additional I/O overhead of moving the files out of
the sandbox (between drives), and (2) the overhead of tracing
a large number of open system calls.

7.5 Varying Window Sizes

We finally evaluate how different speculation window sizes,
i.e., how many commands can be speculated concurrently,
influence AS’s performance. We run the scripts that take longer
than 20 seconds out of 8 benchmark sets (Tab. 1, rows 2-9).
We vary the speculation window size from 1 to an infinite
window size (speculate all subsequent commands).

Results (Fig. 8): Increasing the window size from 1 to 15
improves performance across all sets, from 1.6 to 5.24x on
average. Beyond this, benchmarks exhibit distinct behaviors:
NLP continues scaling, reaching up to 9.1 on average at
infinite window size; LogAnalysis peaks and then degrades
due to excessive speculation (33% at infinite window size);
and the rest initially benefit but quickly plateau.

Discussion: Optimal window size depends on script com-
plexity, parallelizability, and available CPU cores. Several of
our benchmarks benefit from larger windows due to abundant
parallelism, e.g., NLP scripts with completely independent
loop iterations. The benchmarks that plateau execute fewer
commands or are inherently less parallelizable. Finally, some
scripts with many short-running commands do not benefit
from larger window sizes due to resource saturation, e.g., Lo-
gAnalysis invokes more than 700 commands, saturating the
128 threads of the execution machine.
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Table 2: Summary of all Python benchmarks used to evaluate
hS and their characteristics. Exec. Time indicates the exe-
cution time of the script with standard Python and Speedup
indicates the speedup of AS.

Benchmark LOC Input Python Time AS Speedup
1 BioAlign[58] 27 1.6M 3hllm 1.75x%
2 ProteinInt [26] 122 3.5G 5h7m 2.25x%
3 AudioProc [32] 22 28G 4m23s 3.99x
4 VideoProc [66] 32 648G 14m50s 2.76 %
5 MRIlanalysis [52] 161 25G 2h44m 8.40x

7.6 Performance on Python programs

We evaluate the performance of 4S and its Python frontend by
comparing its execution time with standard Python execution
on a set of real-world Python scripts. We configure A4S with a
speculation window of 16.

Benchmarks: We use a set of 5 real-world Python programs
to evaluate 4S’s Python frontend (see Tab. 2 for a summary).
The programs perform a variety of tasks, two bionformat-
ics workflows, an MRI image analysis, and audio and video
processing; and are taken from a variety of sources includ-
ing a textbook, an online forum, and a serverless benchmark
suite. We did minor modifications to the programs to simplify
the frontend: (1) invocations to external processes through a
wrapper were inlined to directly call subprocess. run; (2) file-
manipulation functions, e.g., sys.write were replaced with
external proceses calls so 4S’s execuctor could track their side-
effects; and (3) user defined functions were inlined in main.
BioAlign was also modified to disable JVM’s performance
logging to enable parallelization (see “Discussion”).

Results (Tab. 2): We show the performance of AS compared
to standard Python execution. Scripts have varying execution
times, ranging from 4m to Sh when executed without AS. AS
achieves a geomean speedup of 3.26x (min: 1.75x, max:
8.40x%) across the benchmarks.

Discussion: A4S improves the execution time across all
Python scripts against baseline Python without any user input.
For example, in MRIanalysis, A4S manages to identify the spec-
ulation opportunity across independent loop iterations and
achieves a speedup of 8.4 . In Proteinlnt A4S only achieves a
2.25x speedup because the script is bottlenecked by indexing
a reference genome before the parallelizable loop.
Furthermore, hS’s dependency tracking enables safe opti-
mizations and performance debugging for target applications.
When we first ran BioAlign with A4S, we observed a .5% slow-
down compared to the baseline. Inspecting AS’s dependency
logs allowed us to identify and fix a hidden but unneccessary
write-write conflict (all JVM instances write perf. monitoring
data in /tmp/hsperfdata) by passing a JVM flag that disables
these logs. This experience shows that 4S’s tracking facilitates



performance debugging and achieves benefits without risking
changing a program’s behavior—which could happen if one
manually reordered invocations that were mistakenly thought
to be independent.

8 Related Work

Performance optimizations for shell scripts: Recent work
achieves significant speedups on shell scripts through paral-
lelization [20, 29, 54, 61] and distribution [41, 49]. A key
component of all these systems is a just-in-time compilation
infrastructure [19, 29] that optimizes scripts at the right time,
despite them being highly dynamic. AS builds on this just-
in-time infrastructure, but extends it with context-passing,
side-effect-management, and dependency reasoning to enable
speculative execution. All of these systems requires annota-
tions for all commands present in a pipeline to enable opti-
mization; AS, on the other hand, can optimize scripts without
any user input, by understanding command behavior at run-
time through tracing and isolation.

Runtime frameworks for shell scripts: Recent work that
improves various aspects of shell scripts has identified the
benefit of harnessing runtime execution information through
tracing. Riker [11] enables incremental execution for shell
scripts that describe software builds by tracing their execution
and using the trace to identify the minimal set of commands
to re-execute when the script changes. Dozer [22] translates
shell scripts to Ansible commands for better maintainability
by tracing the system calls of a target script and finding compa-
rable traces in its library of Ansible commands. Autobash [57]
helps users debug system configuration errors by tracing com-
mand execution to infer state deltas, with which it is able to
detect predicate violations and perform rollbacks [43].

Explicit dependency encoding: Workflow and build sys-
tems [15,21, 25, 31, 55] explicitly express dependency graphs
by manually encoding all input and output dependencies of
each step. Encoding dependencies statically and ahead-of-
time yields better program schedules, but (1) requires users
to provide al/l dependencies or suffer from stale or incorrect
results, and (2) cannot express the high dynamism prevalent
in shell scripts. Our approach addresses both these challenges.

Speculative execution: Speculation and rollback are not
new ideas, with an extensive history from computer archi-
tecture to the application level, e.g., for system configura-
tion [43] or security checks [44]. In some of these proposals
speculation is enabled by modifying the application (e.g.,
Undo [6]), while others support arbitrary black-box appli-
cations [43, 44, 57]. Thread-level speculation is a widely
studied technique for extracting parallelism from applica-
tions at runtime by speculatively executing parts of them in
different threads and rolling them back if dependencies are vi-
olated [14, 59]. Spidermine [63] optimizes programs through
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speculative prefetching by dynamically identifying sites of
frequent reads. We build on these ideas, tightly coupling with
the shell’s language and semantics reducing overhead and
the amount of tracked information: instead of considering
the whole script as a black-box application, we use the script
semantics to separate it into logical application components
(command invocations).

Containment and tracing: There has been significant work
on extending filesystems with sandboxing and transactions,
some examples include: MBOX [30], a sandboxing mech-
anism; Amino [64], a transactional filesystem; SandFS [3],
a filesystem with sandboxing support; filesystems that sup-
port snapshots, such as ZFS [5] and BTRFS [50]; and To-
talCOW [65], which aims to improve the treatment of copy-
on-write pages in Linux. All of this work is orthogonal and
complementary to A4S, since it could be used instead of or in
addition to OverlayFS to improve AS’s performance.

Shell script semantics: Finally, recent work has tried to
study the semantics of shell scripts, either through collection
of real-world shell uses [12], or through formalization [16, 17].
hS draws inspiration from these works to reason about the
correctness of its optimizations and uses the parsing infras-
tructure developed by Smoosh [10].

9 Discussion

Limitations: There are some effects that cannot be identified
and blocked by hS’s executor. First, our current implementa-
tion blocks, but does not detect, IPC, signals, and effects on
device files [42]. These effects are blocked by the IPC, pid,
and mount namespaces respectively, but precisely detecting
them requires more elaborate system-call tracing, and, in the
case of device file access, comparison with mount structures.
Second, A4S is not able to detect, block, or revert effects through
memory-mapped I/O and file systems with external effects,
like NFS [51]. Finally, it currently does not support pseudo-
files for GPU devices. Even though these typically implement
process-level memory isolation and therefore could be seen
as deferrable, they use ioctl calls that create persistent state
by doing IPC between GPU-using processes, which is not
straightforward to detect and block [46]. AS also does not
support scripts that access and use time (through wall clock
or file accessed time [38]) for their core logic; executing such
scripts with iS will affect their results. Finally, 4S might break
scripts that impose higher order semantic requirements on file
accesses, e.g., apt’s use of files as locks [36].

Conclusion: This paper proposes 48, a system that can au-
tomatically exploit latent parallelism in shell scripts using
out-of-order speculative execution. AS represents a significant
improvement over the state of the art because it can support
and optimize scripts with arbitrary executables without any
form of user input or command annotations.
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